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BUSINESS SERVICES ORGANISATION 

 

ACCOUNTS FOR THE YEAR ENDED 31 MARCH 2012 

 

STATEMENT ON INTERNAL CONTROL 

 

1.1 Scope of Responsibility 
 

1.1.1 The Board of Business Services Organisation is accounting for internal control.   As 

Accounting Officer and Chief Executive of the Board, I have responsibility for maintaining a 

sound system of internal control that supports the achievement of the organisation policies, 

aims and objectives, whilst safeguarding the public funds and assets for which I am personally 

responsible in accordance with the responsibilities assigned to me by the Department of 

Health, Social Services and Public Safety. 

 
1.2 There are a range of processes and structures in place to ensure appropriate accountability and 

partnership working in this regard. These include: 

 
  Management Statement / Financial Memorandum 

 

The Management Statement and Financial Memorandum was noted by the Board on     

31 March 2011 and formally signed off by the Chief Executive on 6 April 2011. 

 
   Service Level Agreements with our Customers 

 

During the year ended 31 March 2012, suitable Service Level Agreements were in place 

to manage the working relationships with the Health and Social Care Board (HSCB), 

Public Health Agency (PHA), Trusts and other Health and Social Care organisations 

which determine the services to be provided and the fees to be paid for these services. 

 
  Regional Programme Arrangements 

 

Business Services Transformation Programme (BSTP) 

In May 2010 responsibility for BSTP transferred to the BSO. The role of the BSO within 

the overall programme and management structure is to coordinate, direct, resource and 

oversee the implementation of the BSTP and related projects in order to deliver the 

expected outcomes and benefits within the agreed financial resources and timescales. As 

Accounting Officer for the BSO I have the responsibility for expenditure of the delegated 

budget. Appropriate governance arrangements are in place which clearly outline the roles 

and responsibilities of all parties concerned, ie. DHSSPS, BSO and other HSC 

Organisations. 

 
 Regional ICT Programme 

Individual ICT projects, commissioned by HSCB within the context of the Regional HSC 

ICT Strategy, are each assigned a Senior Responsible Owner (SRO). While BSO 

Information Technology Services (ITS) provide a project management service and 

manage project expenditure, the ongoing performance of these projects will continue to 

be the responsibility of the SRO and will be monitored through project management 

arrangements agreed with the SRO and HSCB. The BSO resources used to project 

manage and enable delivery of the projects will be managed by the commissioning 

agreement with HSCB. HSCB is responsible for commissioning the projects and will 

allocate the required budget to deliver these to the BSO on an annual basis. Robust 

monitoring arrangements for project oversight exist within the BSO’s Operations 

directorate. Appropriate oversight arrangements at a corporate level within BSO and 
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HSCB continue to be developed, and formal progress and exception reporting on these 

projects has been implemented in 2011/12. Dedicated finance support for the budgetary 

management aspects of these projects has also been initiated and the ICT programme 

spend associated with each project has been migrated from Account NI to HSC finance 

systems during 2011/12.  BSO is responsible for ensuring that programme funding is 

spent in line with the annual spend projections agreed between BSO and HSCB for each 

project (or any adjustments agreed to these in year), or that any exceptions are reported in 

a timely way to HSCB, and that BSO ITS project management resources are delivered in 

line with the HSCB commissioning agreements. 

 
 Administered Services 

The BSO, on instruction from the DHSSPS, undertakes payment arrangements for a 

range of services, namely, Bursaries for Nurse Training, Healthy Start Initiative, 

Supplement for Undergraduate Medical and Dental Education (SUMDE), Regional 

Training Schemes and ArtsCare for which total funding of approximately £21m is 

received via the Revenue Resource Limit (RRL). The responsibility of the BSO in 

relation to Bursaries and Healthy Start services has been clarified in discussions with 

Departmental representatives and outlined in formal Service Level Agreements from 

2011/12 onwards. 

 

The Office of the First and Deputy First Minister (OFMDFM) announced in December 

2011 the introduction of a one-off hardship payment, funded by the Northern Ireland 

Executive.  The payment was made to cancer sufferers who had received eligible 

treatment in the six months from June to December 2011.  BSO Finance processed the 

payment on behalf of the DHSSPS, and BSO FPS provided a helpline service, dealing 

with enquiries from GPs and members of the public in respect of this new scheme. 

 
  In-Year Transfer of Services to BSO 

 

Beeches Management Centre and Nursing Education Development Centre (NEDC) 

The DHSSPS wrote to HSC organisations in December 2010 inviting comments on 

proposals to merge the Beeches Management Centre (BMC) and the Nursing Education 

Development Centre (NEDC) into the BSO. The outcome of the consultation was a 

decision to the transfer of the BMC and NEDC to the BSO with effect from 1 July 2011. 

The BSO worked with a regional group to document how the new arrangements would 

work in practice. The outcome was a paper that was agreed at the BSO Board meeting 

held on 28 April 2011. The BMC was split into two units, the HSC Leadership Centre 

and the HSC Clinical Education Centre. A Due diligence exercise was carried out on the 

administrative and financial aspects of the BMC prior to the transfer. This confirmed that 

the BMC staff and business should transfer on 1 July but a hold was put on the transfer of 

NEDC. This was because of an ongoing appeal process involving the grading of staff 

under Agenda for Change (AFC).  It was agreed by the Board that it would be prudent to 

postpone transfer until this matter was resolved. 

 

Since the transfer date new Heads of each Centre have been appointed. The governance 

and management arrangements within BSO are now in place. BSO assumed management 

responsibility for NEDC staff and operations but contracts of employment have not yet 

transferred. This will occur when the AFC grading issue is resolved. Resolution of this 

matter is outside the control of BSO. 

 
1.1.3 In October 2011 I presented to DHSSPS a Mid Year Assurance Statement which gave an 

assurance on the controls which had operated in the first six months of 2011/12. This 

Statement was presented to the Governance and Audit Committee on 4 October 2011 for 

consideration and was ratified by the BSO Board at a meeting on 20 October 2011. This 

Statement builds upon the position achieved at that time. 
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1.1.4 The BSO has also conducted its mid year accountability and performance review (November 

2011) with the sponsoring body at DHSSPS. The year end review is still to be arranged.  

Good progress has been made on the achievement of the 48 Service Delivery Objectives with 

41 objectives fully delivered and the remainder classed as work in progress. 

 

1.2 The Purpose of the System of Internal Control 

 

1.2.1 The system of internal control is designed to manage risk to a reasonable level rather to than 

eliminate all risk of failure to achieve policies, aims and objectives; it can therefore only 

provide reasonable and not absolute assurance of effectiveness. The system of internal control 

is based on an ongoing process designed to: 

 

  identify and prioritise the risks to the achievement of organisational policies, aims and 

objectives; and 

 

 evaluate the likelihood of those risks being realised and the impact should they be 

realised, and to manage them efficiently, effectively and economically. 

 

1.2.2 The system of internal control has been in place in the BSO for the year ended 31 March 

2012, and up to the date of approval of the Annual Report and Accounts, and accords with 

Department of Health, Social Services and Public Safety guidance.  

 

The Board of the BSO exercises strategic control over the operation of the organisation 

through a system of corporate governance which includes: - 

 

  a Corporate Plan; 

 a schedule of matters reserved for Board decisions; 

 a scheme of delegation, which gives decision making authority, within set parameters,  

to the Chief Executive and other officers; 

 standing orders and standing financial instructions; 

 the establishment of a Governance and Audit Committee; 

 the establishment of a Remuneration Committee. 

 the Management of Information Systems 

 

 The system of internal financial control is based on a framework of regular financial 

information, administrative procedures, including the segregation of duties, and a system of 

delegation and accountability. In particular it includes:- 

 

  comprehensive budgeting systems with an annual budget which is reviewed and agreed 

by the Board; 

 Regular, formal in-year forecasts (or latest best estimates – LBEs) which are submitted to 

the Board for approval. 

 monthly reviews by the Board of financial reports which indicate financial  

 Performance against forecast; 

 Setting targets to measure financial and other performances; 

 clearly defined capital investment control guidelines; 

 formal budget management disciplines, eg. monthly reports and variance analysis. 

 

1.2.3 The BSO has an internal audit service, which is managed from within the Organisation 

however it retains its independence and relationship with the Governance and Audit 

Committee.   The Internal Auditor has worked during 2011/12 to defined standards and was 

informed by an analysis of the risk to which the BSO was exposed, annual audit plans being 

based upon this analysis. 
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1.2.4 In her annual report, presented to the Governance and Audit Committee meeting held on 17 

April 2012, the Internal Auditor reported that there was an overall SATISFACTORY system 

of internal control in place designed to meet the BSO’s objectives. 

 

1.2.5 In 2011/12 the Internal Auditor reviewed and reported upon the following systems as part of 

her annual Internal Audit programme: 

  

Finance Audits Assurance Obtained 

Payroll Satisfactory 

Payments to Creditors Satisfactory 

Bank and Cash Satisfactory 

Asset Management  Satisfactory 

Travel Satisfactory 

Management of Contracts  Limited 

Corporate Risk Based Audits  

Family Practitioner Services(Dental and Ophthalmic) Satisfactory 

Procurement and Logistics Services (PaLS) Satisfactory: Pals BSO  

Satisfactory: PaLs BSO service to 

customers 

ITS Limited 

Pensions Satisfactory 

Human Resources Satisfactory 

BSTP Satisfactory 

Governance Audits  

Risk Management Satisfactory 

Management of Complaints Satisfactory 

Information Governance Satisfactory  

Beeches Integration Satisfactory 
 

 

1.2.6 

 

All assurances received were Satisfactory with the exception of ITS and Management of 

Contracts which had a Limited assurance. 

 

1.2.7 The Internal Auditor’s sixteen programmed Audit Reports in 2011/12 contained 12 Priority 

One findings: 

 

 Human Resources 

The Auditor noted that the BSO had not introduced the Knowledge and Skills Framework 

(KSF) which is a key component of the Agenda for Change Terms and Conditions and that 

the Appraisal System did not incorporate the key elements of the Knowledge and Skills 

Framework.    The BSO’s Senior Management Team considered the relevance of KSF to the 

BSO and decided that a Simplified KSF with associated processes should be implemented.   

The BSO is currently consulting with Trade Unions with regarding to rolling out this process 

on a phased basis. 

 

 Payments to Creditors 

The Auditor noted that the General Ledger contained a number of Creditors automatically 

created through the Non Stock SIS system who had already been paid. The BSO reminded 

staff and client organisations of the need to ensure that goods are receipted against Non stock 

orders.  A regular review is now undertaken of the validity of creditors listed in the General 

Ledger in respect of Non Goods Received. 

 

The Auditor also noted that in some instances duplicate payments were occurring when 

invoices received without an order number were approved for payment by budgetholders 

whilst subsequent invoices with an order number were being paid through the LAPs.  The 
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BSO immediately put in place a process to ensure invoices received without an order number 

were returned to the supplier requesting an order number. 

 

 Pension Services 

The Auditor noted that an overpayment had been made in respect of a permanent injury 

payment caused by misinterpretation of guidance.  BSO immediately reviewed all permanent 

injury payment cases which confirmed that no further overpayments had occurred.   BSO 

Pensions staff are currently in the process of recovering the overpayment identified. BSO 

Pensions staff have also been re-trained on permanent injury benefits and procedural guidance 

has been amended to ensure non recurrence.   

 

 Information Governance 

The Auditor noted that 25% of service users had not completed a data flow analysis return, an 

information asset register return, or an information risk assessment return which had resulted 

in an incomplete Register of Data Access Agreement or Corporate Information Assets.  The 

Auditor also noted that all BSO Service areas had not demonstrated compliance with the 

Retention and Disposal Schedule.  BSO has requested all outstanding information from 

service areas is returned immediately.  A consolidated Data Access Agreement Register has 

been compiled and will be presented on annual basis to BSO’s IGMG.    BSO has also 

established a process to ensure that service areas are compliant with the Retention and 

Disposal Schedule. 

  

 Beeches Integration 

The Auditor noted that neither the HSC Leadership Centre nor the HSC Clinical Education 

Centre operated under the guidance of any Risk Management Strategy with no risk registers 

being maintained or completed.  The Chief Executive of the BSO will meet with the Business 

Manager to establish a Risk Register which will allow for inclusion in BSO corporate risk 

register.  In addition, Risk Management training will be rolled out as appropriate. 

 

 Management of Contracts 

The Auditor noted from a sample of high value contracts nine had rolled forward old contract 

arrangements and pricing agreements rather than instigating a competitive tendering 

processes.  This resulted in non compliance with current procurement guidance from the 

Central Procurement Directorate and breached legislative guidance in the non notification of 

single tender actions to the EU Journal in some of the contracts being audited.   The Auditor 

also noted that the contracts spreadsheet did not facilitate easy monitoring of contracts which 

were about to expire.   

   

BSO PaLS has a live contract portfolio of circa 1300 contracts which it is required to manage 

and renew. In advance of, and since, the issue of formal HSC Guidance on Award of 

Contracts without Competition issued on 30 December 2011, BSO PaLS undertook a review 

of arrangements and prioritised action, seeking resources to support that action whilst 

redeploying existing resources in support of addressing any shortfalls in contract coverage.  

Risks to delivery of the contracts programme and the impact on service provision particularly 

in respect of the award of contracts have been on the PaLS risk register and actions had been 

taken to reduce and remove those risks including those actions previously referred to. The 

majority of the contracts highlighted in the Auditors report relate to contracts formerly 

managed by NHS Logistics and NHS PASA who were subsumed into NHS Supply Chain. At 

renewal of those contracts NHS Supply Chains arrangements for procurement no longer suited 

the needs of HSC and alternative arrangements had to be sought. Of the contracts highlighted 

by the auditor action to put formal compliant arrangements is well advanced on all but one 

contract with a number already at tender. 
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 Information Technology Services -  Data Centres Back Up and Recovery Processes 

 

This Report contained five Priority One findings. 

 
 The Auditor noted that whilst ITS had a manual change management process in place and is 

accessible to all staff through Sharepoint.  It was unclear to the Auditor how well this process 

had been communicated to and enforced with HSC organisations and third party support 

suppliers.     BSO has now revised its change management process documentation which is to 

be circulated to HSC organisations and ITS staff for comment before approval and 

implementation.  The revised documentation stresses the importance of compliance and this is 

enforced through penalty arrangements with many 3rd party contractors responsible for 

supported systems hosted on services in data centre. The revised change management process 

will be incorporated into the ITS quality management system. 

 
 The Auditor noted there was no policy in place to define the circumstances where a related 

work request or change request warrant a full Prince based project management structure 

which would ensure that system developments or systems undergoing significant change 

would be formally managed.  BSO is currently developing a policy in line with the Auditor’s 

recommendations which will be incorporated into the ITS quality management system. 

 

 The Auditor noted that while a number of documented procedures were in place covering 

backup and recovery processes they were incomplete and had not been approved by ITS SMT.  

BSO are currently drafting a Backup Policy which will be agreed with HSC customers.  The 

procedure will also be added to the ITS quality management procedures. 

 

 The Auditor noted that the change management process had not always been followed and 

that often a request for TSM back up was completed retrospectively on discovery of additional 

information from systems owners.  BSO in December 2012 will migrate to version 6 of TMS 

(the backup software). This will involve migrating and retesting all backups.  Back up details 

will also be verified with all business/data owners as part of this process. 

 

 The Auditor requested that the introduction of the Service Transition Assurance Process 

(STAP) currently in place which requires the backup process to be tested and signed off by 

relevant project prior to seeking Change Advisory Board approval should continue and be 

repeated where a service has undergone significant change.  BSO implemented this process in 

February 2012 and will continue to implement STAP where appropriate. The STAP process 

will be incorporated into the ITS quality management system. 

 

 BSTP 

The Auditor noted that an amended Roles and Responsibilities document establishing 

additional scrutiny levels had not been approved by the Programme Board despite the new 

working arrangements being in place.  The Auditor also noted that the roles and 

responsibilities of the Programme Board and Implementation Board require further 

embedding and that the Agenda of the Implementation Board meetings are not consistently 

fully addressed.  BSO has placed the revised Roles and Responsibilities document on the 

Agenda of the next programme board.  The revised Programme Boards are still very new and 

require time to be embed however it has been proposed that the Programme director will 

review the workings of the Board.  This review will test whether the Board is being embedded 

or whether further changes are required.   
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 Update of 2010/11 Internal Audits 

All Priority One recommendations identified in the 2010/11 internal audit reports in respect of  

Payroll, Use of Agency Staff, Pharmaceutical, Pension Services have been implemented and  

two priority one recommendations in the Management of Contracts report will be completed  

in the 2012/13 year.  The details of which are set out below. 

 

 Management of Contracts 

The Auditor noted that contracts were not in place for Postage, Telecommunications and Car- 

Parking and that the community clinical waste contract had been extended beyond the 

contract period.   BSO has now Contracts in place for Postage, Car Parking and Clinical 

Waste.  In respect of Telecommunication a new billing system is now in place however an 

individual tendering process for BSO with a telecommunication provider is not considered 

necessary at this stage due to the possible regional approach to a BT contract which would 

maximise VFM.   A strategic review is planned during the 2012/13 year. 

 

The Auditor noted that the accuracy of activity on the contract relating to collection and 

disposal of FPS clinical waste was not verified. BSO are working with clients to ensure 

signatures from relevant practitioners are obtained. 

 

 Pharmaceutical Services   

The Auditor noted that within pharmaceutical services, secondary databases had been 

operational for a number of years and understanding and use of many of these systems was 

limited to individuals as no formal documentation was in place. The BSO recognises the risks 

associated with secondary systems and is engaged in a Project to replace the Pharmaceutical 

Payment System. In the interim BSO will document all secondary systems. 

 

 Update of 2009/10 Internal Audits  

All Priority One recommendations identified in the 2009/10 internal audits have been 

implemented with the exception of one priority one recommendation in the Information 

Governance report which has been  partially implemented and will be completed in the 

2012/13 year. 

 

1.2.8 In 2011/12 the Auditor also carried out a number of specific reviews on behalf of BSO: 

 

 A Serious Adverse Incident (SAI) was reported in on 23rdJanuary 2012 in respect of data loss 

for a single database hosted in the HSC Datacentres.  BSO management decided to 

commission a specific audit of the current backup status and associated processes.   

 

The terms of reference for the audit were: 

 

 To provide assurance on the adequacy and robustness of the ITS Data Centres Backup 

and Recovery processes. 

 

 To identify all ITS supported systems and review backup and recovery arrangements to 

identify potential weaknesses in these processes. 

 

 To review backup processes to ensure they are adequately managed, monitored and 

tested. 

The findings of this audit work will be considered by management in conjunction with the 

SAI Investigation report, which will be submitted by 17thApril 2012.  

 

 Monthly Financial Checklist 

At the request of the Director of Finance internal audit carried out a review of the Monthly 

Financial Checklist process in September 2011.    The monthly checklist was introduced to 

document the completion of all monthly finance tasks for BSO and for each of its client 
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organisations.  Internal Audit provided a satisfactory assurance in relation to the activities and 

controls which underpin the Monthly Financial checklist processes for BSO and those client 

organisationstested under the Terms reference of this Review. 

 

 Real Asset Management – Migration Process 

At the request of the Director of Finance, following the introduction of the Real Asset 

Management System (RAM) in September 2011, BSO Internal Audit performed a review of 

the transfer process of assets from excel spreadsheets to RAM.  The review included details of 

assets from the BSO and all client organisations to which it provides an asset management 

service.   The review concluded that Asset details were generally transferred accurately.   A 

full Asset Management internal audit followed in February 2012 which provided a satisfactory 

level of assurance. 

 

1.2.9 The Internal Auditor also reported on the BSO’s compliance with HSC Controls Assurance 

Standards. She confirmed that she had verified compliance with the core standards of Risk 

Management, Financial Management and Governance and that substantive compliance had 

been achieved in all three standards. She also reported that substantive compliance had been 

obtained in respect of the Food Hygiene and Records Management however moderate 

compliance was achieved in the Fire Safety and Security Management Standards. 

 

1.2.10 All internal and external audit reports and reviews are presented to the Governance and Audit 

Committee.  Management responses to the recommendations are scrutinised by the 

Committee.  To ensure the timely implementation of actions arising from such reports the 

BSO implements an Audit Control Process. This involves: 

 

  the issue by the Finance Governance and Audit Officer of a proforma progress template 

containing the recommendations to all relevant Directorates; 

 a response by managers outlining the progress made in implementing recommendations or 

an explanation for any delays in so doing; 

 a review by the Director of Finance of progress made and a request for remedial actions if 

necessary; the presentation of regular reports on progress to the Governance and Audit 

Committee; 

 a review of all recommendations by the Senior Management Team.  

 

The Internal Auditor carries out a follow up audit on a bi-annual basis and reports to the 

Governance and Audit Committee on progress in implementing recommendations 

 

1.2.11  

 

With regard to the wider control environment the BSO has in place a range of organizational 

controls, commensurate with the current assessment of risk, designed to ensure the efficient 

and effective discharge of its business in accordance with the law and departmental direction. 

Every effort was made during 2011/12 to ensure that the objectives of the BSO were pursued 

in accordance with the recognised and accepted standards of public administration including 

those relating to Section 75 of the NI Act 1998. The BSO’s recruitment and selection policies 

are based on the principle of equality of opportunity and controls are in place to ensure that all 

decisions were taken in accordance with the relevant legislation. The tendering and 

procurement policies and procedures accord to the legislative standards required of public 

bodies. 

 

 In June 2011, new requirements were communicated to all HSC bodies by DHSSPS on the 

Award of Contracts without Competition.  BSO is working to address those regional contracts 

which now fall outside these new requirements. DHSSPS accepts that HSC bodies will require 

a longer period to put in place any new arrangements needed, and BSO’s plan will see 

contract extensions brought under new contractual arrangements over the next 3 years.  In the 

interim, BSO will adhere to the approval arrangements for any Single Tender Actions (STA) 

in accordance with the DHSSPS directions. 
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BSO has also set up a Compliance Unit to specifically advise BSO and all HSC bodies on the 

use of STAs, and this will be in place from 1st April 2012. 

 

1.3 Capacity to Handle Risk 

 

1.3.1 HSC Organisations are required to ensure that an independently assured risk management 

system is in place that conforms to the principles contained in AS/NZS 4360:2004 and which 

meets HSC and other requirements in respect of managing risks, hazards, incidents, 

complaints and claims. 

 

1.3.2 The BSO has been engaged in a programme of work to develop and mainstream a Risk 

Management Process in compliance with DHSSPS guidance. 

 

1.3.3 Risk Management is the process by which the BSO takes steps to control the risks to which it 

may be exposed. Overall responsibility for risk management rests with the BSO Board, with 

responsibility for implementation assigned to the Chief Executive. The Director of Finance is 

the Board’s Accountable Officer for Risk Management, which is delivered through the 

Directorate of Customer Care and Performance. 

 

1.3.4 Leadership is given to the risk management process by BSO Directors and the Chief Legal 

Adviser, who are operationally responsible for the management of risks within their 

respective Directorates in accordance with BSO Risk Management Policies and Procedures. 

Risk Management is a core component of the job description of all senior managers within 

the organisation. 

 

1.3.5 There is an approved process of managing risks through risk registers which ensures that 

significant risks are reviewed by the Board. In 2009/10 and 2011-12 this process was 

reviewed by Internal Audit and awarded satisfactory assurance and substantive compliance 

was achieved on the CAS Risk Management Standard in 2011/12 with an improved score 

from last year. 

 

 The BSO aim is to ensure good risk management is evident and sustained throughout the 

organisation by the involvement of all staff in the identification and management of risk in 

their service.  Staff are involved in assessing risks for their service. The development of an 

eLearning Module for Risk Management Training, operational from June 2011 will further 

assist in achieving this aim. 

 

1.4 The Risk and Control Framework 

 

1.4.1      

 

Risk Management Policies & Procedures are in place which describes the arrangements for 

embedding risk management in the activities of the BSO, through explicit processes for 

identifying, assessing and responding to risks and incidents. The Senior Management Team 

has been responsible for the development, management and implementation of the BSO’s 

Risk Management Strategy. 

 

1.4.2     The BSO is committed to providing high quality business services to NI Health and Social  

Care and the BSO Corporate Plan 2010-12 established a clear mission, values and set of 

corporate objectives. 

 

1.4.3 Risk can be defined as something happening that may have an impact on the achievement of 

the BSO’s Corporate Objectives and is most likely to affect service delivery. 

 

1.4.4     The BSO recognises that it is not possible to eliminate all risks but aims to minimise the risk 

where possible. This was achieved through the following measures: 
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  Identifying the Principal Risks to the achievement of the six Corporate Objectives outlined 

in the BSO Corporate Plan 2010-2013, both at Corporate and Service level; 

 

  Development of a Corporate Risk and Assurance Report which allowed Directors to take 

the identified principal risks to the achievement of Corporate Objectives and identify and 

assess the effectiveness of controls and assurances to manage or mitigate these risks, 

thereby providing the BSO Board and Governance and Audit Committee with a level of 

assurance on strategic risk management. Where insufficient control or assurance is 

identified, action plans were put in place to manage the risk further; 

 

  Production of Risk Registers at Service level which include risk action plans; 

 

  Evaluating risk in accordance with the BSO Risk Management Policies and Procedures 

which includes a process for escalating risk from service to corporate level; 

 

  Directors defining local risk management responsibilities within their Directorate and 

holding Assistant Directors / Senior Managers responsible for the management and update 

of their Directorate / Service Risk Register, development of risk actions plans and 

monitoring of progress; 

 

  Risk Reporting Monitoring Arrangements were in place to report progress on risk actions 

to the appropriate level - Board, Governance and Audit Committee, Senior Management 

Team and Directors; 

 

  A nominated accountable officer and lead officer for all applicable Controls Assurance 

Standards, charged with delivering action plans to secure substantive compliance; 

 

  The integration of risk management methodologies into the business planning process; 

 

  Lessons learned from past experience; 

 

  Risk Management Training via the development of an eLearning Module; which is 

accessible to all BSO Staff. 

 

  Strategic overview of the impact of risk management for reporting in the Mid –Year 

Assurance Statement and the Annual Statement on Internal Control. 

 

1.4.5 Risks to the management of information / data security are identified and managed by the 

Information Governance Management Group, representatives of which are drawn from the 

Senior Managers cadre across the BSO. The work undertaken by this Group in 2011/12 is 

outlined in paragraph 1.5 below. 

 

1.4.6 Controls measures are in place to ensure that the BSO’s obligations under equality, diversity 

and human rights legislation are complied with.  Following the 2010-11 Audit of Inequalities 

an action plan was developed and progress is monitored directly by the Board. 

 

1.4.7 The risk control framework has been further strengthened in 2011/12 by improvements made 

in the BSO’s business processes. These include: 

 

  Training was provided by BSO Legal Services on the Bribery Act 2010 to the Board and 

Senior Managers (June – July).  Further Training was provided to Pals and Finance Staff; 

 

  Development of a  Bribery Risk Assessment Tool and training on Bribery Risk 

Assessment to Service Areas via workshops to ensure that service areas have a periodic, 
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informed and documented assessment of the nature and extent of risk exposure and to 

assist in the development of appropriate actions to mitigate the risks; 

 

  Development of a BSO Anti-Bribery Policy – this policy was approved by the BSO Board 

in April 2012; 

 

  Review of Policies and Procedures to reflect the impact of the 2010 Bribery Act – Gifts 

and Hospitality and work on other policies is on-going; 

 

  Issue of a short guide for staff on Corporate Governance Standing Financial Instructions; 

 

  Development of an Information Governance Risk Assessment Tool which all service areas 

have undertaken to identify and analyse risk exposure and to assist in the development of 

appropriate actions to mitigate the risk; 

 

  Customer Service Training provided to BSO Services Areas, enabling teams to consider 

the values and behaviours needed to improve customer focus, to analyse customer 

feedback such as surveys, letters, customer forum meetings, complaints and compliments 

with a view to ultimately planning to improve customer focus.   A positive response was  

received from participants & customers; 

 

  Review of Performance Indicators used in Performance Scorecards to ensure that relevant 

indicators are identified, used and monitored. The Scorecards are the mechanism of 

managing performance throughout the organisation and the standard vehicle to present 

such information at Board level; 

 

  Internal Audit of BSO Complaints Process which undertaken in 2011-12 and was awarded 

satisfactory assurance. An action plan has been developed and is being monitored to 

ensure that audit recommendations will be delivered; 

 

  Involvement of Non-Executive Directors and Senior Managers in conducting 

investigations into Complaints Reviews; 

 

  In year Reviews reported to Board 

 

  Bowel Screening Service undertaken by NHS Wales 

 

 SAI Reviews: 

 

o Data loss from HSC datacentre on 20th January 2012, chaired by Stephen Stewart, 

South Eastern HSC Trust” which was presented to the Board in April 2012. 

 

o RVH Data Centre. Review chaired by Paul Wickens, Chief Executive of NICS 

Enterprise Shared Services 

 

 Feasibility Study on the acceleration of Pharmacy Payments to 30 days 

 

  Roll out of Benchmarking to other service areas, Human Resources participated in the  

IPFA 2011-12 Benchmark programme; 

 

  Expanding use of Customer Survey’s, HSC Pension Service, Counter Fraud and Probity 

Services participated for the first time in the  Customer Survey Programme, which now 

means that all services provided to Customers are surveyed on an annual basis.  
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1.4.8 The BSO continues to promote the value of external assurances gained through benchmarking 

services, attainment / reaccreditation of recognised awards such as COPE, IIP, ISO, Lexcel, 

Mark of Excellence Award. They form part of our Assurance Process (internal and external) 

which assists the BSO in providing assurance to others that risks are effectively managed and 

the organisation is on track to achieve its strategic vision, aims and objectives. 

 

1.4.9 BSO’s risk and assurance processes are part of our organisation’s planning and performance 

management arrangements and are focused on the outcome they have been designed to 

achieve, the achievement of objectives and a dynamic process that fosters the right behaviours 

necessary to drive innovation and sustainable performance improvement at all levels within 

the Organisation. 

 

Compliance with Controls Assurance Standards 

 

1.4.10 There are 16 standards which are assessed internally by Lead Officers within the BSO and 

reviewed by Directors. Six of these standards are then independently verified by the Internal 

Auditor. The Auditor agreed with the BSO assessments in all cases. 

 

The assessment of compliance for each standard is set out in the table below. 

 

 

Standard 

 

DHSS&PS Expected 

Level of Compliance 

Level of 

Compliance  

Reviewed by 

Records Management  Substantive Substantive Internal Audit 

ICT Substantive Substantive Self Assessed 

Fleet and Transport Management  Substantive Substantive Self Assessed 

Purchasing and Supply Substantive Substantive Self Assessed 

Emergency Planning Substantive Substantive Self Assessed 

Food Hygiene Substantive Substantive Internal Audit  

Financial Management  Substantive Substantive Internal Audit 

Fire Safety  Substantive Moderate Internal Audit 

Buildings, Land etc Substantive Substantive Self Assessed 

Waste Management  Substantive Substantive Self Assessed 

Environmental Management  Substantive Substantive Self Assessed 

Health & Safety Substantive Substantive Self Assessed 

Governance Substantive Substantive Internal Audit 

Security Management  Substantive Moderate Internal Audit 

Risk Management  Substantive Substantive Internal Audit 

Human Resources Substantive Substantive Self Assessed 
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1.4.11 This review has identified areas for improvement in the systems and processes to maintain 

compliance. Action plans are in place to address weaknesses identified in the Security 

Management and Fire Safety Standards and each Director has in place an action plan to 

achieve progress in 2012/13 in all other Standards. This process will be monitored by the 

Senior Management Team and the Governance and Audit Committee on a regular basis.   

 

Fraud 

1.4.12 

 

The BSO participated in the 2010/11 National Fraud Initiative. The BSO complied with the 

Data Protection Act 1998 by issuing Fair Processing Notices to advise individuals that their 

data was being processed. The BSO received notification of data matches in January 2011 and 

a senior manager within Finance is to investigate and follow up on all data matches 

highlighted. The Governance and Audit Committee is kept informed of progress. 

 

1.4.13 The BSO has approved its Fraud Policy and Fraud Response Plan and these are available via 

the BSO Internet and Intranet. 

 

1.5 Management of Information Risks 

 

1.5.1 During 2011/12 the Information Governance Management Group (IGMG) under the 

Chairmanship of the Director of Human Resources and Corporate Services continued to 

operate within its terms of reference. Two areas of note are the completion of a penetration 

test of the ICT systems and the further strengthening of ICT security in respect of the       

Medi-cator system.  

 

Throughout the year Information Asset Officers attended training organised by DHSSPS. In 

addition a series of workshops to follow up on training provided in 2010/11 were organised. 

Training continues to be available for staff within BSO and is organised on a quarterly basis.   

 

1.5.2 It was recognised that improvements in information governance were necessary and that there 

is a need to standardise processes and controls across the range of functions. 

 

1.5.3   

 

The IGMG is tasked with embedding good information governance throughout the 

organisation. This group reports to the BSO Board via the Director of HRCS who is also the 

Data Guardian for the organisation. 

 

1.5.4 Operationally there are controls in place at Directorate level to manage access to personal 

data.  All of the regional systems and those which support the FPS payments are governed by 

data subject access requirements. All key systems are password protected and subject to 

automatic protocols which require regular change.  

 

Assurance Framework 

1.5.5 The Assurance Framework and the Corporate Risk Register has been combined into one 

report, the Corporate Risk and Assurance Report which contains the risks to the achievement 

of BSO Objectives, outlines the existing controls and assurances and identifies gaps in 

controls or assurances and outlines any necessary actions required to close these gaps. 

Progress on risk actions, changes to the risk profile were monitored monthly by SMT and 

quarterly by the BSO Board. 

 

1.5.6 The Corporate Risk and Assurance Report provides a structure for the Accounting Officer, the 

Governance and Audit Committee and the BSO Board for acquiring and examining the 

evidence to support the Statement on Internal Control. 

 

1.5.7 

 

The BSO will continue to develop its assurance processes by building on the twin concept of 

separating evidence collation and evidence assurance, thereby allowing the BSO Board to 

have greater confidence in the system of internal control operating within the BSO. 
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Adverse Incidents and Complaints 

1.5.9     The BSO recognises that both adverse incidents and complaints can be indicators of 

inadequate processes and unsafe practices. The examination can present the opportunity to 

improve services, limit risks and contribute to the achievement of the BSO’s objectives. 

During 2011/12 three adverse incidents were reported while thirty complaints were received 

and appropriate action taken.  

 

 During the year two serious adverse incidents were reported to the Health and Social Care 

Board. One of these related to the failure of datacentres to maintain ongoing services. The 

original incident in April 2011 was related to refurbishment work being carried out within one 

of the HSC Datacentres which caused an outage on some systems. A review was conducted 

and appropriate lessons learned and change processes adapted accordingly. The second 

incident related to a further outage of the systems and a formal SAI report has been 

commissioned. 

 

 A third serious adverse incident related to a loss of data during a migration of systems from 

HSC Trusts into the datacentre. An SAI report into this incident is also awaited at time of 

writing. Action was taken to alert Trusts to the loss of the data and the information in the 

system is being rebuilt from other sources by BSO and the 3 Trusts affected.  The data loss 

was reported to the Information Commissioner who has decided that no further action is 

necessary at this stage as “… no potential detriment appears to have been caused to the 

affected data subjects in this instance.  Also the incident has been contained due to the prompt 

remedial action undertaken by the BSO, such as asking the relevant Trust’s to alert clinicians 

of the lost information so that they can reconstruct important and relevant information files.  

Therefore the case does not appear to meet the criteria set out in our Data Protection 

Regulatory Action Policy necessitating further action by the ICO”. 

 

Given the 3 SAI reported, a business case has been sent to the DHSSPS seeking agreement to 

the engagement of external support to undertake an overarching review of the operation of the 

HSC Datacentres, and approval was received in March to proceed to engage external 

consultants.  The terms of reference for the Review are set out below: 

 

“The review will be asked to scrutinize the way in which the HSC Datacentres are structured 

and run in the context of good practice in the industry. The review will address the following 

areas and provide recommendations as relevant.  

 

 1. The growth in services since the establishment of the HSC datacentres under the auspices 

of the consolidated server project, including information on planned future growth. 

 

2. The technologies and architectures currently being used in the datacentres to gauge if they 

are fit for purpose and meet best practice recommendations for the operation of highly 

available and complex datacentre configurations. 

 

3. Change management processes currently used to manage changes to the HSC datacentres, 

including changes to technology and services, and associated testing and capacity 

planning. 

 

4. Major Incident, Business Continuity and Service Recovery Processes for the HSC 

datacentres, including communication and out of hours service support levels and skill sets 

needed. 

 

5. The current organisational structures and resourcing levels against industry practice.” 
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1.5.10 During 2011/12 a total of 191 Freedom of Information requests were received with 86% being 

responded to with 20 days.   

 

1.5.11 There has been one incident of data loss reported to the Information Commissioner during 

2011/12.  The details of which have been highlighted in paragraph 1.5.9.  

 

An information breach also occurred when documents relating to an individual who was 

subject to exemption checks was sent to a third party.  Efforts are ongoing to contract the data 

subject to make them aware of the breach. 

 

1.5.12   

 

During 2011/12 the corporate management arrangements relating to the Business Continuity 

Plan were tested and reported to the Board. The business continuity arrangements surrounding 

our ICT infrastructure were also tested as where elements of the Procurement and Logistics 

and Legal Services Continuity plans.  Lessons learned from the exercises are being adopted 

and included in revised arrangements.  During the year work commenced to bring the 

Business Continuity arrangements into line with BS 25999. 

 
1.6 Compliance with Circular HSS (F) 67/2006 

 

1.6.1 In 2006 the DHSSPS issued a circular on the arrangements for dealing with payments to legal 

representatives for claims and the controls expected. As the sole provider of legal services to 

the HSC, the BSO Directorate of Legal Services is required to comply with this circular. 

 

1.6.2 The Chief Legal Adviser has confirmed to me that the BSO is compliant with HSS (F) 

67/2006. 

 

1.7 ITS Programme and Pension Payments 

 

 The expenditure relating to ITS programme and Pension Payments were processed through 

Account NI. Reimbursement is sought from BSO for this expenditure. The reconciliation 

process is managed by the Whole of Government Accounts where transactions streams and 

balances are agreed. This process is used to substantiate the balances within the Financial 

Statements of the BSO.  Steps are being taken to migrate all operational expenditure to BSO 

systems from 1st April 2012.   

 

1.8 Existing Significant Internal Control Issues 

 

1.8.1 Family Practitioner Services (FPS) continues to operate with a significant number of 

secondary database type systems which supplement and support primary systems in 

calculating payments to family practitioners (c£750m pa). These secondary databases have 

been developed to accommodate changes in the type of payments made under new 

practitioner contracts. This situation is unchanged during 2011/12.The BSO recognises the 

risks associated with these secondary systems and is engaged in a Project to replace all 

existing FPS systems, under the auspices of the Business Services Transformation 

Programme.  DFP approved the OBC for these replacement systems in February 2012.  The 

project is underway Gateway approval processes and initial procurement activity will 

commence upon receipt of a financial allocation from HSC Board. 

 

1.8.2 The Northern Ireland Executive’s Final Budget 2011-15, announced by the Minister for 

Finance and Personnel on 4 March 2011, presents very significant challenges for Health and 

Social Care in Northern Ireland to deliver on the overall objectives for Health and Social 

Services and Public Safety and maintain services within a financial envelope significantly less 

than the assessed level of need. Allied to the significant underlying deficits identified by 

Trusts and the need to achieve additional savings, through cost reduction programmes, to 

offset these deficits there is a risk that the overall levels of savings required across HSCNI are 
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so great that the services which BSO provides to its customers are adversely affected or the 

Organisation itself fails to breakeven.  

 

To mitigate against these risks the BSO has initiated a BSO Service offering which will 

provide continued focus on providing HSC clients with a value for money, best in class 

service which is underpinned by an improvement in overall efficiency of at least 4%. 

 

The BSO has identified the potential for generating additional income by offering our services 

beyond HSC. It is however at present constrained by the legislation governing the functions 

of the Organisation. A business case which sets out the rationale for a change in the 

legislation is currently with the Department for consideration and discussions have taken 

place between BSO officers and Departmental representatives during the year.  BSO officers 

have responded to all requests for information from the Department in order to facilitate 

consideration of the matter. 

 

1.8.3   Following an adverse incident in April 2011, which resulted in downtime on the HSC 

datacentres, an SAI review was undertaken on behalf of BSO.  The report was published in 

June 2011, and a series of short term recommendations were completed prior to proceeding 

with work to shut down/powerdown the 2nd HSC datacentre in September 2011.  This exercise 

was successful, and BSO continues to follow up on the longer term recommendations of the 

Review.   

 

1.8.4 Under the continuum of service provision inherited from legacy organisations the BSO 

provides certain services to customers which, while under the direction of DHSSPS, were not  

included in the 2009 HSC Reform Act. The services are provided under service level 

agreement. The management fee for services provided is not material relative to BSO’s core 

services. The omission of these customers is currently the subject of discussion with the 

DHSSPS. 

 

1.9 New Significant Internal Controls 

 

1.9.1 Two SAIs were declared by BSO in January 2012, concerning some services provided from 

the HSC Datacentres (these have already been referred to in 1.5.9 above).  These are being 

investigated in line with the SAI procedure as required, and Terms of Reference and review 

team membership has been agreed for both incidents.  BSO also wished to commission an 

overarching  technical and management review of the HSC Datacentres, and submitted a 

business case for management consultancy support for this work to DHSSPS, which was 

approved in March 2012.  BSO has also put in place a range of additional controls in the 

interim period, while it awaits the outcome of the SAI Reviews and the HSC Datacentre 

Review.  BSO has also brought the risk of service impact from the HSC datacentres from the 

risk register of ITS business unit, onto the corporate risk register. 

 

1.9.2   Following correspondence on the use of Single Tender Actions (STAs) from Dr Andrew 

McCormick, Permanent Secretary in June 2011 BSO PaLS carried out a full review of 

regional contracts, identifying those which had been extended beyond their original duration 

for a range of reasons, including the lapsing of previous national contracts.  From this review 

an action plan to undertake/accelerate tender processes was developed, and action has 

commenced to bring those arrangements under formal contract coverage. Resource was made 

available by BSO in 2011/12 to support this work through the use of a Procurement Service 

framework established by PaLS. The activity will span a number financial years and it is 

planned to address all areas of concern with the exception of Medical Gases which has been 

discussed at RPCEG and will require dedicated resources and a full project team with Trust 

Estates, Pharmacy and BSO Procurement input. 
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1.9.3 Shared Services 

 

 To be populated once Minister makes decision. 

 

2.0 Review of Effectiveness 

 

2.1.1 As Accounting Officer, I have responsibility for the review of effectiveness of the system of 

internal control. My review of the effectiveness of the system of internal control is informed 

by the work of the internal auditors and the executive managers within the BSO who have 

responsibility for the development and maintenance of the internal control framework, and 

comments made by the external auditors in their management letter and other reports. I have 

been advised on the implications of the result of my review of the effectiveness of the system 

of internal control by the Board, the Governance and Audit Committee and the Senior 

Management Team and a plan to address weaknesses and ensure continuous improvement to 

the system is in place. 

 

The committee and reporting structures of the BSO provide the framework and process that 

maintains; monitors and reviews the effectiveness of the system of internal controls and risk 

management. 

 

 The Board reviews: 

 

  Corporate Risk & Assurance Report quarterly to identify gaps in controls and assurances 

and to agree and review actions provides evidence that the effectiveness of controls that 

manage the risks to the BSO achieving its objectives have been reviewed. 

 

  Regular reports giving internal assurances, at monthly, quarterly including finance, 

performance, human resources and corporate services and reports on service delivery. 

 

  Annual Reports such as Annual Accounts and Annual Report. 

 

  External Assurances: Report to those charged with Governance. 

 

 The Governance and Audit Committee reviews: 

 

  Internal and External audit reports 

 

  Audit Control Process which monitors adherence to audit recommendations 

 

  Service Risk Reports: risk management process and progress on risk actions 

 

  Report on Adherence to Controls Assurance Standards 

 

  Annual risk report 

 

 The Senior Management Team (SMT) manages the BSO governance processes that enable 

Directors to report to the Board. At SMT Directors who have responsibility for the 

development and maintenance of the system of internal control provide me with assurance. 

  

My review is also informed by other reviews undertaken.  

 

 The Head of Internal Audit provides me with an opinion on the overall arrangements for 

gaining assurance through the annual Internal Audit report. 
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 My review is also informed by reports received from External auditors including the Report to 

those Charged to those with Governance. 

 

 In respect of the findings of the Internal Audit Reports as described in sections 1.2.4 -1.2.9 

and the Significant Internal Control Issues described in section 1.8 and 1.9 I am satisfied that 

there are plans in place to address any weaknesses identified and ensure continuous 

improvement to the system of internal control and will be implemented in 2012/13. 

 

 During 2010/11 83% of recommendations within internal audit reports received by the BSO 

were actioned. The Audit Control process, reporting progress on recommendations regularly 

to the Governance and Audit Committee and to the SMT, will continue during 2012/13. The 

internal audit plan for 2010-13 will continue to focus on addressing those areas deemed to 

pose the highest risk to the attainment of the Organisation’s objectives. 

 

 

 

 

 

 

 

 

______________________          ______________________ 

Chief Executive        Date 

 

 

 


