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BSO ICT POLICY   
 
1. Introduction  

 
1.1 BSO had agreed during its first year of operation that extant legacy 

policies should be formally carried forward, until new arrangements 
were developed and brought forward for Board approval.  This 
approach has applied to the ICT Policy Policy. 

 
1.2 This paper is presented to the BSO Board in order to seek approval for 

a new ICT Policy to be applied across BSO from 1st April 2010 onward. 
 

1.3 This policy is derived from, and in line with, the draft Regional HSC ICT 
Security Policy, which will be adopted in the new financial year by HSC 
bodies.   

 
1.4 Importantly, the approval and promulgation of a new BSO ICT Policy 

will address a number of inconsistencies in the policies of legacy 
bodies, and enable a common approach across BSO to this policy 
area.   

 
2.   Background 

 
2.1   BSO Information Technology Services (ITS) acts as professional 

adviser to HSC and DHSSPS on ICT matters.  In this role BSO ITS is 
required to regularly update the regional ICT policy in order to reflect 
wider changes in NHS ICT security policy and in light of technology 
developments. 

 
2.2   The proposed BSO ICT policy is based on the regional ICT policy, 

which is designed to be commonly applied to all RPA phase 2 
organizations which have IT and HR services provided by BSO.  

 
2.3   HSC organisations do have flexibility in the operationalisation of the 

policy, but any significant adjustments must meet the requirements of 
the regional policy, as mandated by DHSSPS. 

 
2.4   The Controls Assurance Standard for ICT requires that each HSC body 

bring forward the ICT Policy for formal Board approval and adoption. 
 
3.   Key areas of the Policy 
 
3.1  Use of IT Equipment  
 



   
This section has not changed substantially from the previous regional ICT 
Security Policy document, but does specifically deal with some of the new 
technology developments such as USB connected multimedia devices, web 
hosted applications and social networking sites.  
 
This section of the policy covers 

• Passwords,  
• Patching and antivirus,  
• Secure storage of equipment,  
• Protection of data and use of encryption 
• Software installation and licensing 
• Use of Personal and mobile devices and use of encryption 
• Security Incident reporting 
• Monitoring, Non-compliance and liability   

 
3.2  Use of the Internet  
 

This section has changed substantially in that the new policy, if approved, will 
permit personal use of the internet in BSO (this was previously not universally 
adopted across legacy organisations). It also deals specifically with the 
multiplicity of new developments in this area such as blogs, social networking 
etc. 
 
This section of the policy covers 

• Connection to the Internet 
• Prohibited uses – specific types of offensive or illegal content, specific 

activities e.g. games, financial gain, other non business activity. 
• Personal uses – this defines the specific scope of personal use which 

is permissible 
• Publishing and transmitting data 
• Use of Internet Services – internet based email, chat rooms, 

newsgroups 
• Password management on the internet 
• Personal purchase of goods or services 
• Purchase of business related good and services 
• Social networking and Blogs 
• Instant Messaging (prohibited) 
• Downloading files, software and Malicious code 
• Registering email addresses, information verification 
• Blocked web sites 
• Monitoring Non-compliance and Liability 

 
3.3  Use of E-Mail 
 

This section has not changed substantially. It does specifically prohibit the 
automatic forwarding of mail to internet based email accounts.  

 
This section of the policy covers 

• Prohibited use, specific types of offensive or illegal content, copyright, 
harassment, unauthorized access 

• General use 
• Personal use – scope and implementation 



   
• Sending sensitive or personal information- use of encryption 
• Spam and phishing 
• Attachments 
• Email Disclaimer and signature 
• Access to another individuals mailbox 
• Automatic email forwarding ( prohibited to hotmail, g-mail yahoo etc) 
• Monitoring, non-compliance and liability. 

 
3.4 Clear Desk and Screen Policy 
 

This section of the policy covers 
• Data classification 
• Desk office environment 
• PC environment 
• Printers faxes, photocopiers 
• Disposal 

 
3.5 Data Access Agreement (DAA) 

 
The use of DAAs has been in operation in HSC for some time, and is aimed to 
control and record access to data between HSC bodies and between HSC 
and Non-HSC bodies. The version attached to the policy, or a variation to it, 
should be used by HSC bodies sharing data in the way described. This may 
be superseded by guidance produced by the DHSSPS Information 
Governance project. 

 
 

4.     Action Required: 
 

4.1 The BSO Board is asked to approve the proposed ICT Policy. 
 
4.2 SMT will have further discussion on the detailed operationalisation of the 

policy, in particular: 
 

• How BSO would ensure that each employee is made aware of the policy, 
and whether BSO will require a specific declaration from each employee 
that they will adhere to the policy, 

• What “blocking” of functionality should be applied, e.g. specific groups of 
sites, internet based email accounts, social networking sites and web chat, 

• What specific reports will be required by management to aid the 
monitoring process, and  

• What guidance is required for managers in implementing the new policy.  
 

4.3 The proposed policy has also been forwarded to staff-side, and a 2 week 
consultation process commenced during w/c 8th February 2010. 

 
4.4 Subject to approval of the policy by the Board, SMT would plan to finalise 

these issues during March, and issue the new ICT Policy by 1st April 2010. 
 

 
TERESA MOLLOY 
DIRECTOR OF OPERATIONS  
 



   
15th February 2010 
 
Enc  



   

 
HSCB/BSO/PHA/PCC ICT Security 

Documents 
 
This document contains the following policies, quick reference guides and internet 
browsing reports: 
 

• ICT Security Policy 

• Use of ICT Equipment 

• Use of the Internet 

• Use of Electronic Mail 

• Clear Desk and Screen Policy 

• HSC Data Agreement Form 

• ICT Security Policy Agreement 

• Use of ICT Equipment – Quick Reference Guide 

• Encryption - poster 

• Use of the Internet – Quick Reference Guide 

• Use of Electronic Mail – Quick Reference Guide 

• Internet Monitoring Tool Reports 

 
They will be published as separate documents on the BSO intranet web site  
 



   

HSCB/BSO/PHA/PCC ICT Security 
Policy (version 0.5) 

 

1. Scope 
 

1.1. The Chief Executives of the HSC organisations listed below have agreed to 
the adoption of this ICT Security Policy:-  

 
• Health Social Care Board 
• Business Services Organisation 
• Public Health Agency 

• Patient Client Council 
 

1.2. The policy is based on the HSC ICT Security Policy and applies to all staff, 
including regular full-time, regular part-time, contractors, consultants, agency 
and temporary employees.  

 
1.3. Where not explicitly mentioned within this policy or the supporting documents 

listed below, reference should be made to the HSC ICT Security Policy for 
direction as it mandates the minimum ICT security standards to be applied to 
HSC organisations.  

 

2. Purpose 
 

2.1. The purpose of this policy is to ensure a consistent and high standard of ICT 
security across the HSC community from all threats whether internal, 
external, deliberate or accidental. 

 
2.2. The data stored and processed within the many HSC information systems 

represents one of HSC’s most valuable assets so there is a need to develop 
an environment within which information systems and networks are secure 
and efficient.  

 
2.3. Within the HSC information system, staff handle information which may be 

potentially sensitive and, on many occasions highly confidential. All HSC staff 
who develop, operate, maintain or use ICT have an explicit and legal 
obligation to preserve the security of those systems. 

 
2.4. This policy and associated guidelines aim to provide direction in relation to 

safeguarding the integrity and confidentiality of information held on the HSC’s 
information systems.  As the requirement to share information electronically 
with external bodies increases, it is essential that its integrity and 
confidentiality is ensured. 

 
2.5.  The BSO Records Management policy should be referenced for further 

information on information management. 
 

3. Organisational Structure 
 

3.1. Within each organisation the Chief Executive is ultimately responsible for the 
secure operation of that organisation’s information systems. 



   
 
3.2. The HSC ICT Security Manager based in the BSO has the day to day 

responsibility for ICT security. 
 

3.3. For each information system, an individual is identified as the System 
Manager.  Part of the duties involves looking after security for that system 
and reporting on security matters to the HSC ICT Security Manager. 

 
3.4. All ICT users have responsibility to comply with this policy, attend 

recommended awareness training sessions and notify the HSC ICT Security 
Manager where breaches have come to their attention. 

 
3.5. Template role summaries are listed in the HSC ICT Security Policy. 

 

4. Data Classification 
 

4.1. All staff must be careful when handling any HSC information and especially 
when dealing with sensitive or personal data. 

 
4.2. Guidance on the use of identifiable patient/client information is given in The 

Code of Practice on Protecting the Confidentiality of Service User Information 
document issued by DHSSPS in January 2009.   

 
4.3. The document can be found on the DHSSPS web site 

  http://www.dhsspsni.gov.uk/confidentiality-code-of-practice0109.pdf 
 
4.4. Examples of sensitive and personal information include but are not limited 

to:- 
• copies or extracts of data from clinical systems; 
• commercially sensitive information; 
• contracts under consideration; 
• budgets; 
• staff reports; 
• appointments – actual or potential not yet announced; 
• disciplinary or criminal investigations. 
 

4.6. Personal data is further defined by the Data Protection Act (1998). 
 
4.7. Under no circumstances must person identifiable, business 

confidential or sensitive information be stored on unencrypted laptops, 
PDA’s or any type of removable media1.  

 

5. Third Party Access 
 

5.1. Where IT support on an information system is provided by a third party 
contractor i.e. not BSO-ITS, then this access must be approved by the HSC 
ICT Security Manager.  

 
5.2. Details of the approved connection methods are found on the ICT Security 

Section of the HSC Web website. 

                                            
1 Removable media includes but is not limited to USD data pens, optical discs (Blu-ray, DVD, CD), 
memory cards, floppy/zip disks, magnetic tape and external hard disk drives. 



   
link - http://hpssweb.n-i.nhs.uk/security/website/index.html. 

 
 

6. Data Transfers 
 

6.1. Staff must follow the HSC Data Access Agreement procedure, detailed in the 
HSC Data Access Agreement document, before any critical or sensitive data 
(including software escrow agreements) is exchanged (whether electronic or 
manual) between HSC organisations and/or outside organisations. 

 
6.2. Either Section B (wishing to access) or Section C (holding the data) must be 

approved by the BSO Data Protection Manager. 
 
6.3. Section E – Access Authorisation must be approved by the Assistant 

Director (IT Services) or the HSC ICT Security Manager. 
 

7. Encryption key management 
 

7.1. Where encryption is applied, the data file and password should not be sent 
by the same route. For example if the data file is sent be email, then the 
password should be sent to the recipient by SMS text or a phone call.  

 
7.2. Further information on the use of encryption can be found in the Use of ICT 

Equipment document. 
 

8. Conflicts of Interest 
 

8.1. Employees must declare any conflicts of interests.  For instance, an 
individual working in ICT procurement should make it known if he/she or any 
close relative has direct interest in a potential supplier. 

 
9. Disposal of Equipment and Media 
 

9.1. Secure disposal of ICT equipment and removable media must be arranged 
or approved by BSO-ITS to ensure all the security, legal and audit 
requirements are meet. 

 

10. Loss or Theft of Equipment or Data 
 

10.1. All staff are required to report immediately the loss or theft of any of the 
following to the HSC ICT Security Manager;  

 

• Desktop computer, laptop, server, printer, removable media, palmtop 
computer, PDA, Blackberry device, mobile phone, or other such mobile 
IT device.  

 

• Papers or electronic data files containing person identifiable data about 
any individual.  

 

11. Supporting Policies 
 

11.1. The HSC ICT Security Policy provides the lead on all ICT security 
requirements. 



   
  
11.2. The following policies have been developed and all staff are required to 

follow them: 
 

• Use of ICT Equipment 

• Use of the Internet 

• Use of Email 

• Clear Desk and Screen Policy 

• HSC Data Access Agreement 

 
11.3. They can be found on the BSO intranet. 

 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 



   

 USE OF ICT EQUIPMENT 
 
 

1. PURPOSE 
 

1.1 This Use of ICT Equipment Policy outlines the permissible use of the HSC 
supplied ICT equipment. 
  
1.2 This policy applies to all staff, including regular full-time, regular part-time, 
contractors, consultants, agency and temporary employees.  
 

2. PROTECTION OF EQUIPMENT 
 
2.1 Passwords 
    
2.1.1 Passwords should not be shared with anyone including a line manager or 
ICT staff. 
 
2.1.2 Passwords should always be changed immediately on suspicion of any 
compromise. The longer a password remains unchanged, the more opportunity a 
potential intruder will have to discover it.  Any such incidents must be reported to 
the HSC ICT Security Manager. 
 
2.1.3 The use of software for ‘password-cracking’ or any other means of 
discovering passwords is forbidden. 
 
2.1.4 Screens, keyboards and printers should be physically positioned such that 
they are protected against accidental disclosure of passwords or any other 
confidential or sensitive data. 
 
2.1.5 Staff should follow the following basic security password principles:- 
 

• YOUR PASSWORD MUST BE KEPT CONFIDENTIAL; 
• Do NOT write down your password; 
 

o Where it is necessary to write down a password (as, for example, a 
contingency measure) it should be stored in a sealed envelope in a 
safe.  Access to the envelope in the safe should be restricted to 
contingency requirements only. Inspection of the envelope should 
be carried out on a regular basis by the officer to whom the 
password belongs and a record maintained. 

o Where electronic vaults2 are used to store a number of passwords, 
the password used to access them must at least conform to the 
HSC minimum standard of 8 characters, 3 out of 4 character groups 
and be changed every 90 days. 

 
• Do NOT reveal a password in an email message; 
• Do NOT talk about a password in front of others; 
• Do NOT hint at the format of a password; 

                                            
2 Examples of these are KeePass Password Safe and Password Keeper 
(Blackberry).  



   
• Do NOT reveal a password on questionnaires or security forms; 
• Do NOT share a password with family members; 
• Do NOT reveal a password to a colleague before you go on leave; 
 
• It should contain at least one character from each of the following four 

groups:-  
 

� Uppercase letters (A, B, C …) 
� Lowercase letters (a, b, c …)  
� Numerals (0, 1, 2, 3 …)  
� Symbols, meaning all characters not defined as letters or 

numerals (including ~ ! @ # $ % ^ & * ( ) _ + - = { } | [ ] \ : “ ; ‘ 
< > ? , . /). 

 
2.1.6 Some Recommended password generation techniques are 
 

• Creating an Acronym from a Phrase 
This is a common password technique that can really go a long way in 
helping you remember your password. For example:- 

• Chose the first two letters from each word. “Today the Weather is 
Sunny” creates ‘Tothweissu’ 

• Chose the first letter from each word, replacing the letter E with the 
number 3. “The Journey To The End Of The East Bay” creates 
Tjtt3ot3b 

• Chose the first letter from each word as well as using numbers and 
special characters to complete the password. “My mother’s birthday 
is 05-28. When is yours?” creates Mmbi05-28.Wiy? 

 
• Misspell Common Words 

Most commonly you can use this technique to spell word phonetically, 
however any misspelling that you can remember will suffice. For 
example:- 

• Telephone0 could be Tellyfone0 
 

• Combining Words/Dates By Alternating Characters 

This method uses two or more words and dates and alternates them 
every other character. For example: 

• “Twist & shout” would be “Tswhiosutt&” 
• “Paul@2010” would be “P2a0u10@” 
 

2.1.7 When creating a password avoid the following as their use makes it easier 
for someone to work your password out either by guessing or using a password 
cracking too:- 
 

• Avoid using basic personal information. This can include: 

• Names of family members, close friends, or pets 
• Birthdays, Anniversaries, Dates Of Birth 
• National Insurance Numbers, Pin Numbers, Account Numbers 
• Current Or Previous Addresses, Phone Number 
• Car make, model and registration 



   
• Avoid using you any portion of your Username. Variations of the 

Username are the first things generic password hacking software will 
attempt. 

• Avoid sequences. Ensure that you do not use ‘abcdefg’ or ‘123456′. Also 
be weary of keyboard sequences, such as ‘qwerty’ or ‘asdf1234′ or even 
shapes like ‘rfvbnhyt’. 

• Avoid keeping default passwords. This is important because identity 
thieves can often find out how popular sites generate their random 
passwords (or at least the format). It’s essential to change these as quickly 
as possible. 

• Avoid complete words, especially common ones - The most basic 
password hacking software often checks databases of common dictionary 
words (even in foreign languages). No, spelling words backwards does not 
get around this, either. 

2.1.8 Automated log-on procedures may contain passwords but should 
themselves be protected.  For example, log-on procedures performed by striking 
a single function key should request the input of the password.  If a macro or 
similar device is used to automate log-on then the user should be required to 
enter the password in order to activate the macro. 
 
2.2 Patching & Anti-virus updates 
 
2.2.1 Staff must allow security and functionality software updates to deploy when 
connected to the network where it does not impact on critical patient care. 
Otherwise this should be at the next earliest convenience. 
 
2.2.2 Staff assigned PCs that are not regularly attached to the network must 
make special arrangements to have security patches and anti-virus software 
updated at least every 2 months. 
 
2.3 Secure Storage / Protection of Equipment 
 
2.3.1 Portable computers including laptops, PDAs, tablets, etc. must be stored in 
locked furniture when left unattended. 
 
2.3.2 PCs left unattended at anytime must be at least locked using the Windows 
Lock Computer facility (Windows Logo Key +L). Alternatively use Ctrl-Alt-Delete 
and then Enter. 
 
2.3.3 Where a PC is used by multiple users, during planned absences which 
exceed 2 hours or out of office hours, it must be logged out of the Network. 

 

3. PROTECTION OF DATA  
 

3.1 Staff should be aware that even with password-protected screensavers and 
boot-up passwords it is not possible to wholly guard against information on local 
hard disks being accessed by unauthorised users. 
 
3.2 Therefore no sensitive data may be stored on PCs unless protected by 
encryption software this is approved by the BSO-ITS.  
 



   
3.3 All BSO laptops will have encryption software e.g. PGP, Bitlocker or Becrypt 
installed and can therefore be removed from official premises.  
 
3.4 Where patient identifiable/sensitive information is to be processed or held 
outside official premises, BSO-ITS approved encryption MUST be applied when 
in transit or at rest. This includes the use of removable media3. 
 
3.5 There are no automatic backup procedures in place for information stored 
locally on PC hard disks (this includes laptops) and data should only be stored 
temporarily on them when not connected to the network. Staff must ensure it is 
backed up on a network folder. 
 
3.6 Staff should particularly be careful if changing the standard default set-up for 
their word-processing, spreadsheet, etc. software. Where staff use their local 
hard disk as the primary storage area for data it is recommended that software 
configurations be set to use their network account for storing the backup files. 
 
3.7 If in doubt about the level of encryption required please contact the HSC ICT 
Security Manager. 

 

4. SOFTWARE 
 

4.1 Installation of new software or hardware, or changes to configurations, are 
only permitted provided appropriate licensing arrangements or other similar 
conditions of the supplier are met (see also the Use of the Internet Policy, in 
regard to downloading software). 
 
4.2 Staff should note that disabling security software (such as anti-virus or 
application control programs) on HSC equipment is strictly forbidden. 
 
4.3 Only officially provided and approved software must be loaded onto 
computers. This includes software for the visually impaired. This should only be 
installed by ICT staff, authorised HSC staff, or contracted ICT staff. All software 
present on HSC systems or equipment must be business related. The HSC has a 
legal obligation to ensure that no unlicensed software is present on its computers. 
If found it should be removed immediately. This includes but is not limited to:-  
 

• Games; 
• P2P file sharing tools; 
• Internet based instant messaging applications;  
• personal mobile phone software; 
• portable media device software; 
• proxy avoidance tools. 

 
4.4 Only business related videos or audio files are permitted to be stored on HSC 
equipment including file servers. 

 

                                            
3 Removable media includes but is not limited to USD data pens, optical discs (Blu-ray, DVD, CD), 
memory cards, floppy/zip disks, magnetic tape and external hard disk drives. 

 



   

 
5. PERSONAL DEVICES 
 

5.1 Staff MUST NOT attach and/or install personal hardware devices to HSC ICT 
equipment. These include but are not limited to:-  
 

• USB data pens;  
• portable media players eg ipods. 
• portable hard drives; 
• mobile / smart phones; 
• personal digital assistants; 
• digital cameras; 
• modems. 

 
5.2 Staff must not connect personal computing equipment such as laptops or 
desktops to the HSC network. If there is a business requirement to do so, staff 
should contact the HSC ICT Security Manager where the request will be 
evaluated. 
 
5.3 One exception to this is the use of a home PC to access the SSL Remote 
Access Service. This is subjected to a number of security checks (anti-virus, 
firewall and operating system) before a connection to the HSC network is 
permitted. In this case no documents can be saved or printed locally. Further 
information on the SSL VPN service is available from the HSC Security website - 
http://hpssweb.n-i.nhs.uk/security/website/Secure_Access/Secure_Access.html  
 

6. MOBILE DEVICES 
  

6.1 No sensitive data MUST be stored on mobile devices such as mobile phones, 
smart devices or blackberries unless protected by BSO-ITS approved encryption 
software. 
 
6.2 Users of mobile devices such as smart phones or blackberries should inform 
the HSC ICT Security Manager immediately if the device is stolen or lost. This is 
to ensure that all steps are taken to remotely disable the device and the 
appropriate people notified. 

 

7. MOBILE WORKING 
  

7.1 Use of Equipment 
 
7.1.1 If an officially provided PC is used outside secure official premises, it should 
be used only by an authorised member of staff.  The PC must not be connected 
to any unauthorised external networks and must not use removable media that 
has not been officially approved and supplied. 
 
7.1.2 Any PC that may previously have been connected to the Internet other than 
through the local network, for example through a standalone ADSL or a third 
party contractor, must not subsequently be attached to the local network without 
approval of the HSC ICT Security Manager. All laptops that access the Internet 
via the HSC “Checkpoint VPN” remote access service are exempt from this 
check as their internet access is controlled by BSO-ITS security systems. 
 



   
7.1.3 Staff carrying or using a PC off the organisation’s premises must take all 
reasonable steps to guard against their theft, loss or damage, and against 
unauthorised use. 
 
7.1.4 Such equipment may not be used for any other purpose and must not be 
used by any person other than the nominated member of staff.  
 
7.2 Guidelines for Health and Safety 
 
7.2.1 Staff with remote access should be aware of their health and safety 
responsibilities and ensure that their home insurance policy covers home 
working. 
 
7.2.2 Further information is available from the BSO Home Working Policy. 

 

8. INCIDENT REPORTING 
 

8.1 Any actual or suspected security incident must be directly reported to the 
HSC ICT Security Manager. Naturally, theft or loss of HSC equipment should be 
reported but cases involving theft or loss of non-HSC equipment that contained 
any class of HSC material must also be reported without delay. 
 
8.2 The following web site is to be used to record security incidents 
http://hpssweb.n-i.nhs.uk/security/website/Feedback/Security-Incident-Form.html 
More details are available from the web site. 
 
8.3 Staff should be aware that all losses of ICT equipment or sensitive data are 
investigated and reported to the Health Minister. 
 
8.4 Staff that fail to report security incidents that have an adverse impact on HSC 
services, its reputation or any data that it holds may be subject to disciplinary 
procedures. 

 

9. LEAVERS AND CHANGE OF EMPLOYMENT 
 

9.1 Users should delete any personal information such as emails and documents 
from the PC or personal file shares on the network when leaving the organisation. 
 
9.2 HSC employees are required to return all HSC equipment once their 
employment is terminated. This includes but is not limited to;  
 

• PC hardware (inc. laptops);  
• USB data pens 
• mobile phones; 
• smart phones e.g. BlackBerrys;  
• digital cameras;  
• authentication tokens; 
• PDAs; 
• portal hard drives; 
• CD and DVD ROMS containing licensed software or HSC specific data; 
• printers; 
• floppy disks. 

 



   
9.3 All ID and access cards MUST be returned to your line manager. 
 
9.4 Line managers and Human Resources are required to contact BSO-ITS as 
soon as possible with the name of employee, department and leaving date to 
enable access to email, HSC networks and other computer systems to be 
removed. 
 
9.5 Staff are reminded that HSC equipment is allocated on a per post basis not 
on a per person basis. Therefore BSO-ITS and your line manager will review the 
equipment allocated to you when you move post. 

 

10. MONITORING  
 

10.1 Staff should note that, as is permitted by legislation, the HSC ICT Security 
Manager and deputy in the BSO-ITS will monitor and review internet activity and 
analyse usage patterns. Use will be routinely monitored from time to time, and 
may be specifically monitored at any time when this is deemed necessary for 
compliance or other reasons, including the prevention or detection of illegal 
activities. 
 
10.2 Users of HSC ICT resources, including Internet and e-mail facilities, should 
be aware, and must accept as a condition of use, that their usage of such 
facilities will be monitored and may be reviewed whether use is for the conduct of 
official business or for personal use. 
 

11. NON–COMPLIANCE 
 

11.1 Any breach of this policy can result in disciplinary action which may result in 
dismissal.  
 
11.2 Non-compliance can also damage the reputation of the HSC and open the 
HSC and the individual to a host of legal liabilities 

 

12. LIABILITY 
 

12.1 Staff should be aware that they might be personally liable to prosecution and 
open to claims for damages, should their actions be found to be in breach of the 
law. In cases of harassment, a claim by a person that he/she had not intended to 
harass or cause offence will not in itself constitute an acceptable defence. 
 



   

USE OF THE INTERNET 
 

1. PURPOSE 
 

1.1 This Use of the Internet Policy outlines the permissible use of the internet 
when accessing services from the workplace or using HSC resources remotely 
(e.g. laptop connected to HSC VPN remote access service). 
  
1.2 This policy applies to all staff, including regular full-time, regular part-time, 
contractors, consultants, agency and temporary employees. 
 

2. CONNECTION TO THE INTERNET 
 

2.1 Internet access is not permitted on any networked machine except via the 
HSC network. 
 
2.2 Direct access through modems (includes broadband services) is not 
permitted except with the approval of the HSC ICT Security Manager. This will 
only be granted in exceptional circumstances and is subject to the same usage 
and security policies as HSC network connections. 
 
2.3 Any computer that may previously have been connected to the Internet other 
than through the HSC network must not subsequently be attached to the network 
without first being cleared for connection by the BSO-ITS.  

 

3. PERSONAL USE 
 

3.1 Personal use is defined as any use of the internet facilities that does not 
relate directly to a requirement of the officer’s official duties. Thus accessing a 
site for research purposes, for example researching advances in cancer care is 
official use only if such access is necessary as part of the officer’s work. 
Accessing such data for reasons not related directly to a requirement of the 
officer’s work would be classed as personal use of the information. 
 
3.2 Any access or use which is unrelated to official duties, this may include for 
example, accessing general news sites, travel information, personal banking, 
would be classed as personal use.  

 
3.3 Personal use of the internet will be permitted, providing that such use:- 
 

• complies with the requirements of this document; 
• does not compromise the security of official data, result in increased costs 

or delays or have any negative impact on the HSC network or on the 
effective discharge of official business;  

• does not result in personal commercial gain. 
 
3.4 Personal use of official internet facilities will be restricted to an individual’s 
own time during non-working hours at lunch breaks and before and after work.   
 

 
 



   

4. PUBLISHING / TRANSMITTING INFORMATION 
 

4.1 Data Content 
 
4.1.1 No material of a sensitive/confidential nature may be electronically posted 
or transmitted unencrypted via the Internet.  Material that is considered ‘sensitive’ 
and/or confidential may be transmitted via, but not posted on, the Internet 
provided such material has been encrypted using software approved by the BSO-
ITS and that the intended recipient has been approved according to current 
relevant approval procedures. 

 
4.1.2 Examples of sensitive and personal information include but are not limited 
to:- 
 

• Copies or extracts of data from clinical systems; 
• Commercially sensitive information; 
• Contracts under consideration 
• Budgets 
• Staff reports 
• Appointments – actual or potential not yet announced 
• Disciplinary or criminal investigations 

 
4.1.3 Further information on data classification is available from the Information 
Manager, the Personal Data Guardians in the HSCB and BSO and DHSSPS and 
the Data Protection Manager.  
 
4.1.4 The Data Protection Act 1998 regulates what may be done with personal 
data. It reinforces other legal constraints on the use and disclosure of personal 
data; for example when data is held under an obligation of confidence, such as 
medical records. 

 
4.1.5 Any software licensed to the HSC or data owned by the HSC must not be 
uploaded without the express authorisation from the HSC.  
 
4.2 Copyright Information 
 
4.2.1 HSC data posted by staff on the Internet must carry one of the following 
notices or the equivalent HSC-related phraseology if applicable:- 

 
• This material is Crown copyright but may be reproduced without formal 

permission or charge for personal or in-house use.  
 
• This material is Crown copyright and all rights are reserved. Applications 

for permission to reproduce it should be made to the HSCB’s data 
protection officer or equivalent.  

 
4.2.2 Any document created by staff, irrespective of the intended audience, must 
include your organisation’s name within its title and must clearly identify the 
author (or appropriate contact) and the date of publication as part of the text. 

 
4.2.3 Other documents, or links to other documents, originating elsewhere must 
be marked with the name of the publishing organisation and the date published 
(or date posted if date of publication is not known). 



   
 

4.2.4 To establish ownership, and therefore a point of contact, it must be made 
clear to any readers which documents have been created by your organisation 
and which have originated elsewhere.  Also, while it is often clear from details 
within the web page of the origin and date of a document, this information is 
frequently lost when the document itself is printed. 

 

5. USE OF INTERNET SERVICES 
 

5.1 Use of Internet Based Email Services 
 
5.1.1 No material of a sensitive/confidential nature may be sent to an internet 
based email account regardless of whether it is encrypted or not. Examples of 
internet based email are Gmail and Yahoo!Mail. Examples of sensitive 
information are listed above. 
 
5.1.2 This is prohibited because 
 

• The HSC have no control over the servers that hold this type of 
email and therefore cannot restrict the access to the mail accounts.  

• These providers use servers located throughout the world and if the 
document containing patient information is held outside the 
European Union this is a breach of the Data Protection Act.  

• The terms and conditions of these services may transfer ownership 
of the data/documents/pictures to the provider and you do not have 
the authority to agree to this.  

 
5.1.3 Staff are not permitted to access internet based email services using HSC 
ICT equipment except were approved by the HSC ICT Security Manager. 
 
5.2 Chat Rooms / Forums / User Groups / News Groups 
 
5.2.1 Involvement in Chat Rooms / Forums / User Groups / News Groups is 
permitted only for business purposes and must be authorised by your 
organisation.  
 
5.2.2 When so doing, staff must not (unless specifically authorised to do so) 
speak or write in your organisation’s name and must make it clear that their 
participation is as an individual speaking only for themselves. In any such use of 
internet facilities, employees must identify themselves, with their own full name, 
honestly, accurately and completely.  The misuse of such facilities may lead to 
disciplinary action when staff are acting in a personal capacity or even in a 
business capacity. 
 
5.2.3 When participating in a chat room / forum / user group / news group, staff 
must:- 

 
•••• refrain from political advocacy and from the unauthorised endorsement 

or appearance of endorsement of any commercial product or service; 
 

•••• give due regard to maintaining the clarity, consistency and integrity of 
the HSC corporate image and avoid making any inferences that may 
prove inappropriate from a HSC perspective; 



   
 
and must not: 
 

•••• reveal sensitively marked information, patient data, or any other 
material covered by HSC policies and procedures;  

 
•••• use HSC internet facilities or computing resources to violate applicable 

laws and regulations in any way or to compromise the security 
(including confidentiality) of HSC data. 

 
5.2.4 Staff should reference the BSO Fraud Policy before accessing this 
category of web site. The BSO promotes an anti-fraud culture which requires 
all staff to act with honesty and integrity at all times and to take appropriate 
steps to safeguard resources. It also provides guidance in reporting 
suspicions of fraud. 

 
5.3 Password Management 
 
5.3.1 Passwords used by staff for internet accounts must not be duplicated for 
any other HSC services or systems. 
 
5.3.2 Some service providers, e.g. Microsoft, require a password as part of their 
registration details. Staff are reminded of the need to protect passwords used 
within the HSC. Using passwords on the Internet that are similar in content or 
structure to passwords being used internally may give unnecessary clues to 
outsiders who may try to break HSC systems. See the guidance contained in 
"Management of User Accounts and Passwords" for advice on the structure of 
passwords. 

 
5.4 Personal Purchase of Goods or Services 
 
5.4.1 Staff may use the internet for the occasional purchase of goods and 
services, e.g. books, flights, CDs, and so on, provided payment is made by the 
individual and delivery of items purchased is to a private address. This excludes 
trading in stocks or commodities.  
 
5.4.2 You must not create any contractual liability on the part of the HSC. The 
HSC does not accept any responsibility for the security of credit card details or 
any other payment method used. Nor does the HSC accept any liability for 
financial loss, whether as a result of fraud or otherwise, suffered while using HSC 
systems for personal transactions. All such use is entirely at the individual’s own 
risk. 
 
5.5 Purchase of Business Related Goods or Services 
 
5.5.1 The use of the internet for business purchases is permitted provided the 
same level of authorisation and appropriate use of ‘approved’ suppliers as 
dictated by current HSC purchasing guidelines is applied on each occasion. A 
copy of the order, and the authorisation, must be kept for records. 
 
5.5.2 Particular attention is drawn to those web pages in which there are 
response forms and/or mail back facilities. For example, some web pages 
present opportunities to form contracts specifically in relation to purchasing of 
goods or services 



   
 

5.6 Online Social Networking (OSN) and Blog Sites 
 
5.6.1 Staff are not permitted to access Social Networking type sites or update 
their personal blogs using HSC ICT equipment unless approved for business 
purposes. 
 
5.6.2 Staff should reference the BSO Fraud Policy before accessing this category 
of website. The BSO promotes an anti-fraud culture which requires all staff to act 
with honesty and integrity at all times and to take appropriate steps to safeguard 
resources. It also provides guidance in reporting suspicions of fraud. 

5.6.3 If an employee chooses to identify himself or herself as an employee of the 
HSC on such Internet venues, some readers of such Web sites or blogs may 
view the employee as a representative or spokesperson of the HSC. In light of 
this possibility, the HSC requires, that staff observe the following guidelines when 
referring to the HSC, its activities, other staff members and/or its patients in a 
blog or on a web site:- 

• Staff should be respectful in all communications and blogs related to or 
referencing the HSC, its patients, and/or other staff members; 

• Staff must not use offensive, sexist, racist, hateful or otherwise 
offensive/discriminatory language; 

• Staff must not use blogs or personal websites to disparage the HSC, 
patients, or other staff members; 

• Staff must not use blogs or personal websites to harass, bully, or 
intimidate other employees or patients. Behaviours that constitute 
harassment and bullying include, but are not limited to, comments that are 
derogatory with respect to race, religion, gender, sexual orientation, 
colour, or disability; sexually suggestive, humiliating, or demeaning 
comments; and threats to stalk, haze, or physically injure another 
employee or patient; 

• Staff must not use blogs or personal websites to discuss engaging in 
conduct that is prohibited by the HSC policies, including, but not limited to, 
the use of illegal drugs, sexual harassment, and bullying; 

• Employees must not post pictures of other employees or patients on a web 
site without obtaining written permission; 

• The HSC does not host or sponsor a social networking site. The use of 
any HSC copyrighted name or logo is not allowed without written 
permission. 

5.6.4 Any employee found to be in violation of any portion of this may be subject 
to disciplinary action. 

5.6.5 Risks to Consider 

• All connections to OSN services will pass over the Internet at some point, 
and connection to the Internet increases the likelihood of malicious 
software being unsuspectingly received by the user. This may not only 
affect the confidentiality, availability or integrity of a users own machine or 
data but could also then be passed on to other users. 

• OSN users usually share information and opinions in real-time. However, 
once sent the information is in the public domain and there is no 



   
opportunity to recall or fully delete the information. Sensitive or personal 
marked information could be compromised and even unclassified business 
related information could become more sensitive when aggregated. 

• Individuals who provide large amounts of personal data to OSN sites may 
well expose themselves to the threat of identity theft or phishing attacks. 

• The terms and conditions agreed when signing up to an OSN sites service 
can often mean that any data posted becomes the property of the OSN 
site. Some OSN sites (such as LinkedIn) make this data available to 
others for an additional fee regardless of your privacy settings. 

• Security measures employed by OSN providers are generally based 
around users forming ‘trust’ relationships with other users, where an 
increase in trust generally results in greater access. Users often form or 
join common interest groups to socialize further. However, the online world 
is a virtual world and people can masquerade and therefore not actually be 
who they pertain to be. 

• OSN users can often include large attachments and view multimedia 
content; as a result there may be less bandwidth available for other 
business requirements. 

 
5.7 Communication Services – Instant Messaging 
 
5.7.1 Use of internet based instant messaging and text / media messaging is 
prohibited. This includes but is not limited to AOL Instant Messenger, Yahoo! or 
MSN.   
 
5.7.2 If there is a business need to access instant or text messaging contact the 
HSC ICT Security Manager. 

 

6. DOWNLOADING OF FILES AND SOFTWARE 
 

6.1 Appropriate Permission and Licencing 
 
6.1.1 No file should be downloaded from or via the Internet unless doing so is 
expressly permitted by the BSO-ITS and the terms of the web site.   

 
6.1.2 Particular attention must be paid to any specified licensing requirements or 
other similar conditions. Staff are not permitted to enter into any agreement on 
behalf of the HSC unless so authorised in writing by the appropriate manager. 

 
• Where permission to download is not explicit, to do so could be deemed to 

be ‘hacking’ or in breach of copyright laws and expose the HSC to civil and 
criminal liabilities.  

• Staff should also avoid downloading large files (> 500 Mb) between 09.00 
and 17.00 without first contacting the BSO-ITS Security Team to make 
them aware of your intentions. 

 
6.2 Malicious Code 
 
6.2.1 Staff must take all steps necessary to avoid the importation of malicious 
software that may be contained within internet email attachments, downloaded 
documents or software.  
 



   
6.2.2 Only officially provided and approved software must be loaded onto 
computers. This should only be installed by ICT staff, authorised HSC staff or 
contracted ICT staff.  
 
6.2.3 Additionally, care should be taken when downloading files:- 

 
• check your anti-virus solution is up to date and active. If not contact your 

BSO-ITS Service Desk immediately; 
• only use trusted sites which can be identified as a proper source for the 

files being downloaded;  
• be careful of changes to your own desktop computer. Downloading files 

might result in changes to its configuration that may not be compatible with 
the standard setup and render normal services inoperable.  

 
6.2.4 If there is any doubt about the integrity of the source or contents of the files 
to be downloaded staff should in the first instance contact BSO_ITS Security 
Team. 

 

7. REGISTERING EMAIL ADDRESSES 
 
7.1 Staff must only use their HSC email address to register on websites that are 
business related. Even then, staff are advised to register only on sites that are 
trustworthy and have a privacy policy stating they will not pass on addresses to 
others. 
 

8. INFORMATION VERIFICATION 
 

8.1 It is imperative that staff using the Internet understand the importance of 
verifying any information gathered. While there is much valuable and important 
knowledge available there is also an equal proportion of information that may be 
questionable.  
 

9. PROHIBITED USE 
 

9.1 The following list is not exhaustive, but provides an indication of prohibited 
use:- 
  

•••• Deliberately viewing any pornographic, obscene, indecent or non-clinical 
sexually explicit material; 

•••• Deliberately viewing any illegal material; 
•••• Deliberately viewing any offensive, sexist, racist, hateful or otherwise 

offensive/discriminatory material; 
•••• For any commercial activities (e.g. running a business); 
•••• To perpetrate any form of fraud or criminal activity;  
•••• The violation of copyright, license agreements or other contracts (e.g. 

copying and using software for business purposes from a site where there 
is a clear limitation for personal use only); 

•••• The download and/or forward of non-business related software or data 
including music, graphics, videos, text, games, screensavers, wallpapers, 
entertainment or pirated software; 

•••• To play internet games or enter on-line competitions; 
•••• To send offensive or harassing material to others; 



   
•••• For personal financial gain (e.g. pay to surf). This includes the use of the 

classified ads on the HSC Extranet;  
•••• Bring the HSC or a colleague into disrepute; 
•••• Any form of defamation; 
•••• Any form of discrimination; 
•••• Any form of harassment or bullying;  
•••• Where it interferes with the work of the individual that is using the internet;  
•••• Where it interferes with the work of a colleague; 
•••• Where it interferes with the business of the HSC;  
•••• For illegally distributing any patient or business confidential material;  
•••• For hacking or gaining access to unauthorised areas;  
•••• To deliberately waste network resources; 
•••• To remain continuously connected throughout the day e.g. money markets 

or sport updates  
•••• For the deliberate introduction of viruses, spyware or malware;  
•••• The use of proxy avoidance websites; 
•••• Streaming video or audio for non-business related use; 
•••• Any form of internet based instant messaging; 
•••• Access to streaming media (e.g. You Tube), social networking (e.g. 

Facebook) and gambling internet websites (e.g. Ladbrokes), except for 
authorised business purposes; 

•••• Rich Site Summary (RSS) feeds for personal purposes;  
•••• For political lobbying; 
• To undertake unauthorised trading at work, whether buying or selling, 

through internet auction sites such as (but not limited to) e-bay. Trading is 
defined as any activity, buying or selling, connected with a commercial or 
business interest. 

 
9.2 Inappropriate material may include, but is not limited to, any material of a 
pornographic, sexist, racist, sectarian, violent or offensive nature; whether in 
pictures, cartoons, words, sounds or moving images, whether or not purporting to 
be of a humorous nature. Staff should be aware that the decision as to what 
material is considered offensive can depend on the perception of the recipient 
and/or observer, rather than the intention of the sender. The final decision on 
what is offensive is determined by the BSO Director of Human Resources.  
 
9.3 When a site containing inappropriate material is accessed, staff must 
immediately disconnect from the site, regardless of whether that site had been 
previously deemed acceptable by any screening or rating program. Such 
connections must be reported immediately to the BSO Service Desk so that 
appropriate action to bar access to the site can be taken and to safeguard the 
individual in the event of any subsequent investigation. 
 
9.4 Staff should be aware that where attempted access to a website categorised 
by the Internet Watch Foundation (IWF), e.g. child sexual abuse and criminal 
matters, is logged the BSO-ITS will fully co-operate with the PSNI to identify and 
take action against any employee. 
 
9.5 All individual employees have a requirement to inform the PSNI immediately 
should they witness anyone accessing website material which may be 
categorised by the Internet Watch Foundation. These broadly include:-  
 

• Images of child sexual abuse; 



   
• Criminally obscene content;  
• Incitement to racial hatred content.  

 

10. BLOCKED WEB SITES 
 
10.1 A web filtering tool is in place to control access to certain categories of sites 
and file protocol types. More details on these can be found in Policy Section of 
the HSC Security Website. 
 
10.2 Only if you have a legitimate business reason to be granted access to one of 
the blocked sites will a review of it be carried out. This does not guarantee that 
the restriction will be lifted. 
 
10.3 Staff should contact the BSO-ITS Service Desk, stating the url that is 
blocked (this is displayed on the block page) and the business reason access is 
required. 

 

11. MONITORING 
 

11.1 Users of ICT resources, including the internet, should be aware and must 
accept as a condition of use that their usage of such facilities will be monitored 
and may be reviewed whether use is for the conduct of official business or for 
personal use. 
 
11.2 Staff should note that, as is permitted by the Employment Practices Code, 
Part 3 Monitoring at Work, the HSC ICT Security Manager and deputy in the 
BSO-ITS will monitor and review internet activity and analyse usage patterns  

 
11.3 The purpose of this monitoring is as follows:-  
 

• To monitor and ensure that the HSC network performance meets 
business needs; 

• To ensure that the use of bandwidth for Internet use is appropriate; 
• To protect the organisation from Spyware, viruses, and malware;  
• To identify any inappropriate and excessive personal use; 
• Compliance to this policy; 
• To meet the Connecting for Health Statement of Compliance (SoC) for 

HSC Organisations;  
• To meet ICT service delivery best practice;  
• To protect the employing organisation from legal liabilities.  
 

11.4 The BSO-ITS store the monitoring information securely, with only nominated 
individuals having access to this information. This information will be held for at 
least 12 months.  

 

12. NON–COMPLIANCE 
 

12.1 Any breach of this policy may result in disciplinary action which may result in 
dismissal.  
 
12.2 Non-compliance can also damage the reputation of the HSC and open the 
HSC and the individual to a host of legal liabilities some of which would not be 
covered by the employment contract. 



   
 
12.3 Excessive personal use of the internet may result in the facility being 
withdrawn. 

 

13. LIABILITY 
 

13.1 The HSC does not accept any liability that may arise from employees using 
the Internet for personal use e.g. personal use of the internet to complete an 
online transaction, which may at a later stage result in fraud. 
 
13.2 Staff should be aware that they might be personally liable to prosecution and 
open to claims for damages, should their actions be found to be in breach of the 
law. In cases of harassment, a claim by a person that he/she had not intended to 
harass or cause offence will not in itself constitute an acceptable defence. 

 



   

USE OF ELECTRONIC MAIL 
 

1. PURPOSE 
 

1.1 This Use of Electronic Mail Policy outlines the permissible use of business 
email when accessing services from the workplace or using HSC resources 
remotely (e.g. laptop connected to HSC VPN remote access service). 
  
1.2 This policy applies to all staff, including regular full-time, regular part-time, 
contractors, consultants, agency and temporary employees. 
 

2. GENERAL USE 
 

2.1 Email is a corporate communication business tool, and email communications 
must be used in a suitable professional manner, appropriate to the organisation 
and working of the team. 
 
2.2 To prevent unauthorised access to a user’s email from their workstation, they 
must ensure that is secure (i.e. locked) while they are away from the keyboard. 

 
2.3 The provisions of the Data Protection Act 1998 (and any related legislation), 
the Freedom of Information Act 2000 and the organisation’s policies and 
procedures relating to data protection, Freedom of Information and Confidentiality 
also apply to email communication. This means that emails may be disclosed to 
individuals or outside agencies, as required by current Data Protection and 
Freedom of Information legislation or as required by any other statutory or legal 
duty imposed on the organisation. 

 
2.4 An appropriate subject heading should be used for each email. 

 

3. PERSONAL USE 
 
3.1 Personal use of email is permitted subject to the terms of this policy. Such 
personal use is restricted to staff free time and must be kept to reasonable levels. 
Staff are also instructed to include the disclaimer below in all personal e-mail: 

 
“This e-mail is a personal communication and is not authorised by or sent on 
behalf of any other person or organisation” 

 
3.2 Staff should permanently delete personal emails as soon as possible. This 
includes the Inbox, Sent Items and Deleted Items. 
 
3.3 Abuse of the personal use of e-mail privilege may result in its withdrawal and 
possible disciplinary action against the staff concerned. 

 

4. PROHIBITED USE 
 

4.1 The E-Mail system must NOT be used to: 
 

• Transmit pornographic, obscene, offensive, illegal or damaging material; 
• Transmit threatening material or material intended to frighten, harass or 

bully;  



   
• Transmit defamatory material; 
• Infringe copyright; 
• Forward chain messages or jokes; 
• Transmit unsolicited advertising or similar activities i.e. spamming; 
• For personal monetary gain or for commercial purposes that are not 

directly related to HSC business; 
• Harass or intimidate others or to interfere with the ability of others to 

conduct HSC business. 
• Attempt unauthorised access to other networks or systems. 
• Introduce viruses, spyware or malware onto HSC equipment or network; 
• Represent personal opinions as that of the organisation;  
• Illegally distribute any personal identifiable or business sensitive material; 
• Unauthorised access to other users’ e-mail accounts is prohibited; 
• Attempting unauthorised access to electronic mail or attempting to breach 

any security measures on any electronic mail system, or attempting to 
intercept any electronic mail transmissions without proper authorisation is 
a breach of policy. 

 

5. SENDING SENSITIVE / PERSONAL INFORMATION 
 

5.1 At present there is not a requirement to apply encryption to sensitive 
information stored in HSC premises or transferred across the HSC network to 
other HSC organisations. However it is recommended that encryption is applied 
at all times to transfers of sensitive / personal information.  

 
5.2 Emails destined for addresses NOT ending in 
  
    ‘.hscni.net’,  
    ‘.nhs.uk’ or  
    ‘.gov.uk’  
 
will be transmitted across the internet. Therefore no sensitive or patient data 
may be emailed to such addresses unless they have been protected by 
encryption mechanisms that have been approved by the BSO-ITS. 
 
5.3 Examples of sensitive and personal information include but are not limited 
to:- 
 

• copies or extracts of data from clinical systems; 
• commercially sensitive information; 
• contracts under consideration; 
• budgets; 
• staff reports; 
• appointments – actual or potential not yet announced; 
• disciplinary or criminal investigations. 

 
5.4 Personal data is further defined by the Data Protection Act (1998). 
 
5.5 A delivery receipt should be requested with all email containing sensitive / 
personal data. 

 



   

6. SPAM / PHISHING  
 

6.1 Spam e-mail is also known as ‘junk’ or ‘bulk’ email which is sent to millions of 
e-mail addresses every single day. The messages usually contain information on 
purchasing such things as prescription drugs, holidays and financial services. 
 
6.2 Phishing is the process of attempting to acquire details from users such as 
usernames, passwords and banking details i.e. account numbers or credit card 
information by masquerading as a trustworthy source. This is done by presenting 
people with emails that look legitimate but direct users to sites that are not. 
 
6.3 Spam and Phishing filters are in place and capture the vast majority of this 
traffic. However they cannot guarantee 100% success. New spam and phishing 
assaults are developed everyday so the filters have to react to them in the same 
way the anti-virus vendors operate.  
 
6.4 Therefore:- 

 
• Particular attention must be given to emails from unknown or dubious 

sources. Where there is doubt or suspicion, advice should be sought from 
the HSC ICT Security Manager before any such email is opened; 

 
• Users must never respond to email requests asking them to divulge 

personal information;   
 

• In order to ensure appropriate corrective action is taken, and no 
unnecessary panic is caused by hoaxes, staff must report any virus 
incidents immediately or any other apparent breach in security, to the HSC 
ICT Security Manager. It is recommended that staff should not take it upon 
themselves to issue warnings to staff within or outside this organisation; 

 
• If staff receive an e-mail they believe to be a phishing scam, they should 

contact the HSC ICT Security Manager (ictsecuritymanager@hscni.net) 
and forward the email for further investigation; 

 
• Where possible never open and definitely never reply to any SPAM or 

Phishing emails. 
 

7. ATTACHMENTS 
 

7.1 Large attachments (> 10 Mb), unless it is essential that they are delivered 
urgently, should not be sent between 09.00 and 17.00 on normal working days as 
network performance can be degraded as a result. The BSO-ITS Email Team 
must be informed beforehand, giving details of the intended recipient and the file 
size of the attachment, where such transfers are necessary within those hours.  
 
7.2 The sending of executable files (.exe), images, movie and music files using 
the HSC email system, unless they are for business purposes, is prohibited. 

 

8. EMAIL DISCLAIMER 
 

8.1 An email disclaimer will be added to all messages. Below is an example of 
one. 



   
 

*************************************************************************  
The information contained in this email and any attachments may contain 
confidential, proprietary or legally privileged information and is intended solely 
for the use of the individual to whom it is addressed. Any views or opinions 
presented are solely those of the author and do not necessarily represent the 
views of the organisation it was sent from. No confidentiality or privilege is 
waived or lost by any errors in transmission. If you receive this message in 
error, please immediately delete it and all copies of it from your system, 
destroy any hard copies of it and notify the sender. You must not, directly or 
indirectly, use, disclose, distribute, print, or copy any part of this message if 
you are not the intended recipient. 
 
The contents of this e-mail and any attachments or replies may be subject to 
public disclosure under Freedom of Information Act 2000, unless legally 
exempt. Health and Social Care for Northern Ireland may monitor the content 
of e-mails sent and received via its network for the purposes of ensuring 
compliance with its policies and procedures.  By opening this email and 
sending replies you consent to such monitoring taking place. Health and 
Social Care for Northern Ireland take precautions in scanning outgoing emails 
for computer viruses using anti-virus software; however it is the recipient's 
responsibility to take their own precautions in relation to virus scanning. 
************************************************************************* 

 

9. EMAIL SIGNATURE  
 
9.1 Below is a suggested layout for Insert Signature function available on the 
email client. 

 
Name: Xxxxxxx Xxxxxx 
Role:  Xxxxxxx Xxxxxx 
 
Tel:  028 12345678 
Mobile: If applicable 
Fax:  028 12345678 

 
9.2 This signature must not contain any animation, images of your actual 
signature or graphics unless approved by the HSC ICT Security Manager. This 
will reduce the storage space needed by the mail server. 
 
9.3 The use of backgrounds is also prohibited to reduce storage space in the mail 
servers. 

 

10. ACCESS TO ANOTHER INDIVIDUAL’S MAILBOX 
 

10.1 Where staff take periods of scheduled leave e.g. annual leave, term time 
etc. and there is a need to access to historical emails, then they should grant 
permission to the appropriate people. Guidance on how to do this is available on 
the BSO intranet web site. 
  
10.2 If there is a business need to access another user’s mailbox in 
circumstances such as sick leave or personal emergencies were an absence 



   
from work is unexpected, the request may be granted to the appropriate line 
manager. 
 
10.3 The line manager will firstly take reasonable steps to notify the employee 
that access is being requested for business reasons. This step is to inform the 
owner of the mailbox, not seek permission from them. 
 
10.4 Human Resources have approved view only access via this process and it is 
restricted to business related emails. Staff should note that it is not technically 
possible to prevent access to specific emails, e.g. personal ones, held within a 
BSO mailbox were delegate access has been granted. Where these emails have 
to be retained moving them to a specific folder labelled Personal and or clearly 
marking them in the subject line as Personal should be considered.  

 
10.4 When the employee returns, the ICT Security Officer will inform the 
employee at their email account had been accessed by other individuals and the 
reason why. 

 

11. AUTOMATIC EMAIL FORWARDING 
 

11.1 Users must not arrange to auto-forward emails from their HSC account to 
personal e-mail accounts e.g. Gmail and Yahoo!Mail, or from their personal e-
mail accounts to their HSC account.  
 
11.2 Your HSC email account will contain sensitive information and that must be 
vetted before being forwarded on to any other email account. Auto-forwarding 
removes this vetting stage. 

 

12. MONITORING 
 

12.1 Users of ICT resources, including the business email, should be aware and 
must accept as a condition of use that their usage of such facilities will be 
monitored and may be reviewed whether use is for the conduct of official 
business or for personal use. 
 
12.2 Staff should note that, as is permitted by legislation, business email 
accounts will be monitored to ensure:- 
 

• compliance to this policy; 
• protection of the HSC from liabilities such as harassment and 

discrimination in the workplace, defamation, and the transmitting of 
confidential information; 

• guarding against inappropriate and excessive personal use. 
 

13. NON-COMPLIANCE 
 

13.1 Any breach of this policy can result in disciplinary action up which may result 
in dismissal.  
 
13.2 Non-compliance can also damage the reputation of the HSC and open the 
HSC and the individual to a host of legal liabilities 

 



   

14. LIABILITY 
 

14.1 The HSC does not accept any liability that may arise from employees using 
business email for personal use e.g. personal use of the email in response to 
spam, which may at a later stage result in fraud. 
 
14.2 Staff should be aware that they might be personally liable to prosecution and 
open to claims for damages, should their actions be found to be in breach of the 
law. In cases of harassment, a claim by a person that he/she had not intended to 
harass or cause offence will not in itself constitute an acceptable defence. 

  
 
 
 
 
 
 
 



   

HSCB / BSO / PHA / PCC Clear Desk 
and Screen Policy 

  

1. PURPOSE 
 

1.1 The HSCB / BSO / PCC / PHA have adopted a clear desk policy for papers 
and removable media and a clear screen policy for information processing 
facilities in order to reduce the risks of unauthorised access, loss of and damage 
to information during and outside normal working hours.  
 
1.2 This policy applies to all staff, including regular full-time, regular part-time, 
contractors, consultants, agency and temporary employees.  
 
1.3 Further information on record management is available from the BSO Record 
Management policy.  
 

2. DATA CLASSIFICATION 
 
2.1 All staff must be careful when handling any HSC information and especially 
when dealing with sensitive or personal data. 
 
2.2 The Code of Practice on Protecting the Confidentiality of Service User 
Information document issued by DHSSPS in January 2009 provides guidance on 
the handling of personal information.   
The document can be found on the DHSSPS web site 
http://www.dhsspsni.gov.uk/confidentiality-code-of-practice0109.pdf 
 
2.3 Examples of sensitive and personal information include but are not limited 
to:- 

• copies or extracts of data from clinical systems; 
• commercially sensitive information; 
• contracts under consideration; 
• budgets; 
• staff reports; 
• appointments – actual or potential not yet announced; 
• disciplinary or criminal investigations. 

 
2.4 Personal data is further defined by the Data Protection Act (1998). 

 

3. THE DESK / OFFICE ENVIRONMENT  
 

3.1 The following controls should be followed:- 
 

• Keep file cabinets and cupboards closed and locked and do not leave keys 
in their locks. 

• Paper and computer media must be stored in suitable locked cabinets 
and/or other forms of security furniture when not in use, especially outside 
working hours; 

• Sensitive or critical business information must be locked away (ideally in a 
fire-resistant safe or cabinet) when not required, especially when the office 
is vacated; 



   
• Desks and furniture should be positioned so that sensitive material is not 

visible from either the windows or the hallway. Closing blinds on windows 
may provide an alternative. This may be particular relevant where visually 
impaired members of staff use larger fonts and or Windows Accessibility 
functionality including the Magnifier. 

• Where audio software is used e.g. Microsoft Narrator, the audio should be 
directed through headphones to prevent others from hearing potential 
sensitive information. 

• Do not use bookshelves to store binders with sensitive information. Label 
those binders appropriately and lock them up. 

• Arrange folders in file cabinets so that the least sensitive are in front, most 
sensitive in back.  

• Erase whiteboards at the end of meetings. 
• Do not leave any personal effects on show or unattended at anytime e.g. 

bank statements, letters. Key private information may be viewed by others. 
• Keep mobile devices with you, and lock phones and PDAs with a pass 

code. 
• Never leave your access cards or keys out anywhere; always keep them 

with you. 
• Unclassified and non-sensitive material such as magazines and manuals 

may be placed on desk, bookcases etc. but must be stored in a tidy 
manner. 

• Notify the HSC ICT Security Manager immediately if access cards or keys 
are missing. 

 

4. THE PC ENVIRONMENT 
 

4.1 The following controls should be followed:- 
 

• Never write your passwords on a sticky note nor try to hide them anywhere 
in your office. 

• Enable the password-protected screen saver (Windows Logo Key +L) 
when you leave your desk. 

• In a shared PC environment, close applications when you leave the PC. 
• Do not leave portable media such as CDs or USB data pens in drives. 
• Turn off your PC when you leave for extended periods. 
• Consider using a screen filter to minimize the viewing angle on a computer 

monitor. 
 
TIP – Use Windows Logo Key +M to minimise all open applications on your PC 
to prevent unauthorised people from viewing sensitive data. 
 

5. PRINTERS / FAXS / PHOTOCOPIERS 
 

5.1 The following controls should be followed:- 
 

• Sensitive information, when printed, should be picked up immediately. 
• Photocopiers should be locked (or protected from unauthorised use in 

some other way) outside normal working hours; 
• Incoming and outgoing mail points and unattended fax machines should 

be protected. 
 



   

6. DISPOSAL PROCEDURES 
 

6.1 The following controls should be followed:- 
 

• Staff must continuously review any paper they hold and dispose of waste 
immediately. 

• Where HSC information has been taken home in paper format always 
return it to the office for disposal. 

• Never dispose of any HSC information via normal office cleaning services.  
• Waste paper must not be allowed to build up in cupboards, drawers, 

bookcases, filing cabinets, desks, floor space, around printers or 
communal areas. 

• Where information is extremely sensitive it should be shredded 
immediately using the office shredder. 

• Separate sensitive information from the remainder of paper for disposal 
(Red bags) and store in a locked cabinet outside normal working hours. 
This paper is shredded before being removed from the premises by the 
approved supplier. 

• Use the White bags to dispose of all other paper. This paper is 
compressed and baled and therefore not rendered unreadable.  

• No bags should be allowed to become over full (i.e. cannot be comfortably 
and safely carried by one person) before sealing and removal to the 
nearest designated collection point. 

• All removable media at the end of its life that contained HSC information 
must be returned to BSO-ITS for destruction. 

• Further information is available from the BSO Record Management policy. 
 

7. MONITORING 
 

7.1 Compliance with this policy will be monitored regularly and reports passed to 
the appropriate management for consideration. 

 
 
 
 



   

HSC DATA ACCESS AGREEMENT 
FORM EXPLANATORY NOTES 

 
     1. These notes provide guidance on the completion of the "HSC Data Access 

Agreement" form DAA1 and DAA2. 
 
     2. DAA1 must be completed each time a HSC body makes a new request to the 

BSO for access to data held by any other body.  This applies even where the 
access will not use communications linkage but instead makes use of other 
means such as paper, CD, DVD, data pen, etc. DAA2 is used where more 
than two organisations are involved. 

 
     3. It is important that BSO staff should not make any commitments with BSO 

customers in response to such requests for access until they have been 
assessed by the BSO Assistant Director (IT Services).  

 
4. The BSO Director of Human Resources or his deputy must be the signatory at 

either Section B or C. Section B when the BSO wish to access another 
organisation’s data and Section C when the BSO are allowing another 
organisation to access BSO held data. 

 
     5. The responsibility for ensuring that the form is filled in and is then signed by 

appropriate HSC personnel rests with the organisation holding the data. 
 
    6. In the event that access to the data will be via the HSC network, the 

requirement should be discussed with the BSO-ITS Security Team in order to 
ascertain if any amendments will be required to the network security 
infrastructure. 

 
    7. No data containing patient identifiable information may be transmitted across 

public networks, such as the internet or by using email to non-HSC email 
addresses unless protected by BSO-ITS approved encryption software. 
Information that is particularly sensitive due to its nature, child abuse for 
example, may also require special protection even when wholly contained 
within the HSC network. Again, the BSO-ITS Security Team must be 
consulted before such transmissions to take place. 

 
REFERENCE NUMBER 
 
     a) The reference number will be allocated by BSO-ITS. 
 
     b) If more than one Product Manager is involved in the access, they should 

agree whose initials are to be included in the reference number. 
 
BOX A - (specifies the data to be accessed) 
 
     a) The date on which access is to begin must be specified.  The form must be 

completed and authorised before that date. 
 
 Where possible, an 'end date' should also be specified. 
 



   
 Except for short duration access (less than one year), a review date must be 

specified.  At this date, the access agreement should be reviewed.  If the 
access requirements have changed, a new agreement should be completed 
and authorised. If access is no longer required, the agreement should be 
terminated. 

 
     b) DAA1 Only - "What machine/application holds the data to be accessed?" 
 

Specify the machine (e.g. Consolidated Servers in HSC Data Centres). 
Specify the application (e.g. PAS). 

 
     c) "What data is to be accessed?" 
 

Specify the data to be accessed (e.g. Outpatient clinics) 
 

d)    "Is the data to be Viewed only (V); or viewed and Updated  (U); or 
Transferred and viewed (T)?" 

 
Specify "V", "U" or "T" as appropriate. 

 
     e) DAA1 Only - "How is the data to be accessed?" 
 

Specify the method of accessing the data e.g. By using the PC located in Dr. 
X's office to display the data. 

 
     f) "What use will be made of the data?" 
 

Specify in as much detail as possible the use to which the data will be put. 
 

g) "What measures are in place to ensure the security of the data?" 
 

Specify the technical and the organisational measures in place to ensure 
against unauthorised or unlawful processing of the data, e.g. technical 
measures such as passwords, screen savers, virus checking, and firewalls; 
organisational measures such as access to buildings, staff training and 
monitoring of data flows. 

 
BOX B - (signature of a senior representative from the organisation/s wishing 

to access the data) 
 
     a) It is important that the signatory from the organisation/s requiring access to 

the data is sufficiently senior to carry the specific authority of the Chief 
Executive/General Manager or equivalent. See point 4 above. 

 
BOX C - (signature of a senior representative from the organisation/s holding 

the data) 
 
     a) It is important that the signatory from the organisation/s holding the data is 

sufficiently senior to carry the specific authority of the Chief Executive/General 
Manager or equivalent. See point 4 above. 

 
BOX D - (For BSO use only - Notes) 
 



   
     a) This section is intended for relevant notes about the implementation of the 

access, the HSC staff involved, and any other information which is likely to be 
useful later, e.g. at the renewal of the agreement.  Since these notes could be 
referred to several years later, it is important that they should be clear and 
informative. 

 
BOX E - (For BSO-ITS use only - Access Authorisation) 
 
     a) All data access requests must be approved by the BSO Assistant Director (IT 

Services), or in his absence, the HSC ICT Security Manager  



   
   
 
DAA1 - THIS AGREEMENT AUTHORISES THE IMPLEMENTATION OF ACCESS 
TO THE DATA SPECIFIED BELOW BY THE ORGANISATION INDICATED IN 
PART B. 
 
 
 
 

 
 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

   

A.    DATE ACCESS BEGINS   ______________DATE ACCESS ENDS ________________ 
 
        REVIEW DATE            ________________ 

  (a review date MUST be entered) 

 
What machine/application holds the data to be accessed? 
 

Machine  ______________________________   Application  ________________________________ 
 
 

What data is to be accessed? 
 
 
 

Is the data to be Viewed only (V); or viewed and Updated (U); or Transferred and viewed (T)? _______ 
 
 

 
How is the data to be accessed? 
 
 
 
What use will be made of the data? 
 
 
 
What measures are in place to ensure the security of the data? 

 
 
 

B.    ON BEHALF OF THE HSC ORGANISATION WISHING TO ACCESS THE DATA 

 
I CONFIRM THAT:- 

My organisation requires access to the data specified in Part A above, and will conform to the Data 
Protection Act, 1998 and the code of practice issued by DHSSPS(NI) in January 2009 in the document “Code 
of Practice on Protecting the Confidentiality of Service User Information". 
 
† Signed for and on behalf of (HSC Body)                                                                                              

 
  Signature:                 ______________________________ Job Title: _______________  
 
  Name (Block Caps): ______________________________        Date:   _______________ 

 † The signatory must carry the specific authority of the Chief Executive/General Manager 
or equivalent and must be at least Director level. 
 



   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
 
 

 
 
 

C.    ON BEHALF OF THE HSC ORGANISATION HOLDING THE DATA 

 
I CONFIRM THAT:- 
 
1. My organisation consents to the disclosure of the data specified in Part A to the organisation 
 specified in Part B; 
 
2. The data covered by this agreement are:- 

- either data which is exempt from the Data Protection Act, 1998, or 
- is notified under the Data Protection Act, 1998 and disclosure conforms to the current notification 

under the Act; 
 
3.  The disclosure of the data conforms to the code of practice issued by DHSSPS(NI) in January 2009 in the   
document “Code of Practice on Protecting the Confidentiality of Service User Information”. 
 
† Signed for and on behalf of (HSC Body)                                                                                              
 
     

  Signature:                 ______________________________ Job Title: _______________  
 
  Name (Block Caps): ______________________________        Date:   _______________ 

 
† The signatory must carry the specific authority of the Chief Executive/General Manager or 
equivalent and must be at least Director level. 

D.    FOR BSO USE ONLY – NOTES 
 

E.   FOR BSO-ITS USE ONLY 

 
    ACCESS AUTHORISATION 
     (Assistant Director (IT Services), or in his absence, the HSC ICT Security Manager) 
 
  Signature:                 ______________________________ Job Title: _______________  
 
  Name (Block Caps): ______________________________        Date:   _______________ 

 
 

On completion please return to Michael Harnett in Centre House. 
Address - Room 304 – 79 Chichester Street, Belfast , BT1 4JR 



   
 
 

 
 
 
DAA2 - THIS AGREEMENT AUTHORISES THE IMPLEMENTATION OF ACCESS 
TO THE DATA SPECIFIED BELOW BY THE ORGANISATIONS INDICATED IN 
PART B. 
 
 
 
 

 
 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

A.    DATE ACCESS BEGINS   ______________DATE ACCESS ENDS ________________ 
 
        REVIEW DATE            ________________ 

  (a review date MUST be entered) 

 
What data is to be accessed? 

 
 
 

Is the data to be Viewed only  (V); or viewed and Updated  (U); or Transferred and viewed (T)? _______ 
 
 

How is the data to be accessed? 
 
 
 
What use will be made of the data? 
 
 
 
What measures are in place to ensure the security of the data? 
 
 
 

B.    ON BEHALF OF THE HSC ORGANISATIONS WISHING TO ACCESS THE DATA 

 
I CONFIRM THAT:- 

My organisation requires access to the data specified in Part A above, and will conform to the Data 
Protection Act, 1998 and the code of practice issued by DHSSPS(NI) in January 2009 in the document “Code 
of Practice on Protecting the Confidentiality of Service User Information”. 
 
 
† Signed for and on behalf of (HSC Body)                                                                                              
 
Organisation  Signature  Name (block Letters)  Date   
 
__________________ __________________  _______________________ _____________ 
 
__________________ __________________  _______________________ _____________ 
 
__________________ __________________  _______________________ _____________ 
 
__________________ __________________  _______________________ _____________ 
 
__________________ __________________  _______________________ _____________ 

 † The signatories must carry the specific authority of the Chief Executive/General Manager or 

equivalent and must be at least Director level. 
 

   



   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

C.    ON BEHALF OF THE HSC ORGANISATIONS HOLDING THE DATA 

 
I CONFIRM THAT:- 
 
1. My organisation consents to the disclosure of the data specified in Part A to the organisations 
 specified in Part B; 
 
2. The data covered by this agreement are:- 

- either data which is exempt from the Data Protection Act, 1998, or 
- is notified under the Data Protection Act, 1998 and disclosure conforms to the current notification 

under the Act; 
 
3.   The disclosure of the data conforms to the code of practice issued by DHSSPS(NI) in January 2009 in 

the document “Code of Practice on Protecting the Confidentiality of Service User Information”. 
 
† Signed for and on behalf of (HSC Body)                                                                                              
 
 
 
Organisation  Signature  Name (Block Letters)  Date   
 
__________________ __________________  _______________________ _____________ 
 
__________________ __________________  _______________________ _____________ 
 
__________________ __________________  _______________________ _____________ 
 
__________________ __________________  _______________________ _____________ 
 
__________________ __________________  _______________________ _____________ 

 † The signatories must carry the specific authority of the Chief Executive/General Manager or 

equivalent and must be at least Director level. 
 

D.    FOR BSO USE ONLY – NOTES 
 
 
 

E.   FOR BSO-ITS USE ONLY 

 
    ACCESS AUTHORISATION 
     (Assistant Director (IT Services), or in his absence, the HSC ICT Security Manager) 
 
  Signature:                 ______________________________ Job Title: _______________  
 
  Name (Block Caps): ______________________________        Date:   _______________ 

 

On completion please return to Michael Harnett in Centre House. 
Address - Room 304 – 79 Chichester Street, Belfast , BT1 4JR 
 



 

 

 
 

HSCB/BSO/PHA/PCC ICT Security 
Policy Agreement 

 
 
 
 
I declare that I have read, understood and will comply with the following policies 
 

ICT Security Policy 
Use of ICT Equipment 
Use of the Internet 
Use of Email 
Clear Desk and Screen Policy 

 
 
Signed   ……………………………………….. Date    ……………………… 
 
Print 
Name    ………………………………………… Grade ………………………. 
 
 
Organisation ………………………………………………………………………. 



 

 

 
 
 
 
 
 
 
 
 



 

 

 
 
 
 
 
 
 
 
 



 

 

 



 

 

 



 

 

 

Internet Monitoring Tool Reports 
 
Below is the list of standard reports available.  
 

 
 
More reports are available that provide detail on use by user, category, web site, protocol (i.e. http, ssl) to show bandwidth, hits, sent, received 
and browse time. 
 



 

 

Below is an extract from the bandwidth usage for Legacy DIS staff on the 8 December 2009.  

 


