
 

 

 
 

 
To: 

 
BSO Board  

From: Director of Human Resources & Corporate 
Services 

Subject: Digitalisation of records in the Scanning Centre 
Status: For Approval  
Date of 
Meeting: 

21 June 2012 
  

 
 
The Board is asked to consider the attached paper seeking approval 
to a proposal that paper invoices should be stored long term in 
accordance with recommendation set out in DHSSPS Good 
Management Good Records but in digital rather than hard copy 
formats.  
 
 

 
 

Director of Human Resources and Corporate Services 

  



Business Services Organisation  

Human Resources and Corporate Services Directorate 

Digital Filing and Archiving FPL 

Introduction.. 

1. The BSTP programme is nearing implementation phases and as has been 

explained in briefings to the Board a key element of the more technologically 

reliant systems is the drive particularly within the Finance Procurement and 

Logistics (FPL) System to a greater use of technology to drive organisational 

efficiencies.  

2. A major element of the FPL system will be the move towards e-invoicing by 

traders. In the interim however there will be a greater use of scanning 

technologies to enable current paper invoices to be paid though the new FPL 

system.  

Scanning Centre 

3. Plans are well advanced to create a scanning centre initially within the 

Franklin Street building as part of the initial testing of the system and the 

implementation of the FPL system on a cut over basis as set out below.  

 

 

 

 

 

 

4. The move to the new scanning centre will commence in July 2012 and will 

result in a significant number of paper invoices being processed in the 

organisation with potentially significantly additional costs for off-site storage.  

 

5. Board members may recall in February 2011 they considered a paper relating 

to electronic storage of records specifically in regard to Pharmaceutical 

records. Board members may recall that paper set out the guidance in relation 

to the storage of digital records issued by DHSSPS and the Lord Chancellors 

Office which suggests that paper records can be destroyed after being 

electronically scanned it sets out a number of the factors to be taken into 

account which include:  

Organisations FPL cutover 

Belfast HSCT, Business 
Services Organisation, 
Regional organisations 

Sept 12 

South Eastern HSCT Nov 12 

Western HSCT & NIAS Oct 12 

Northern HSCT Oct 12 

Southern HSCT Nov 12 



a. “ the need to protect the evidential value of the record by copying and 

storing it in accordance with British Standard BIP 0008, the ‘Code of 

Practice for Legal Admissibility and Evidential Weight of Information 

Stored Electronically’,  

b. the need to consult PRONI in advance with regard to records which 

may have archival value, as the value may include the format in which 

it was created; and 

c. the costs of the initial and then any later media conversion to the 

required standard, bearing in mind the length of the retention period for 

which the records are required to be kept. 

d. The guidance goes on to note that if a document is to be admissible in 

court, its authenticity must be beyond question.  Whilst compliance with 

BIP 0008 does not guarantee legal admissibility it enables 

organisations to demonstrate that they are following best practice.” 

 

6. The Law Society has also issued guidance on this matter and extracts from it 

are included in the DHSSPS document extracts of which are set out again in 

Appendix 1. 

 

7. Following its considerations the Board agreed with a recommendation that 

where possible current payment records relating to pharmaceutical, dental or 

ophthalmic payments are maintained digitally subject to an initial period of six 

months storage and then maintained in accordance with the DHSSPS 

guidance on storage and retention of records as set out in Good 

Management, Good Records (GMGR).  

 

8. The Board also asked that officers return with any other specific 

proposal relating to the use of digital records and seek Board approval 

for that course of action.  

Proposal  

9. Given the transformational opportunities being presented with the new FPL 

system and the vision that accounts would be presented for payment in 

electronic format the Board is asked to agree that paper invoices being 

processed through the new scanning centre should be held for no more than 

two months in paper format and that the digital images be retained in 

accordance with the requirements of Good Management Good Records 1 

                                                           
1
 http://www.dhsspsni.gov.uk/index/gmgr/gmgr-disposal-schedule/gmgr-schedule-f.htm 



Appendix 1 

Legal Admissibility and Retention of Records Electronically 

Issued By DHSSPS January 2011 

 

Background 

 

Good Management Good Records (GMGR), the Department’s guidelines for 

Managing records in Health and Social Care Organisations in Northern Ireland 

issued in December 2004, defines the recommended minimum retention periods 

for such records and provides advice on how records should be managed.  

Technology has progressed since 2004, and organisations are implementing 

Electronic Document Records Management Systems (EDRMS) and scanning 

paper records unto such systems.  GMGR is currently being revised and the 

guidance will reflect the current records management climate. 

 

Electronic Records Retention 

 

Regardless of the medium on which the records are kept, they are required to be 

authentic, reliable, useable complete and unaltered.  The shift to electronic 

records has raised questions amongst records managers.  The question most 

often asked is “Can I destroy the original documentation once it has been 

scanned?”  The answer is yes as long as the correct process in committing your 

records to digital image is followed.  The factors to be taken into account include:  

the need to protect the evidential value of the record by copying and storing it in 

accordance with British Standard BIP 0008, the ‘Code of Practice for Legal 

Admissibility and Evidential Weight of Information Stored Electronically’,  

the need to consult PRONI in advance with regard to records which may have 

archival value, as the value may include the format in which it was created; and 

the costs of the initial and then any later media conversion to the required 

standard, bearing in mind the length of the retention period for which the records 

are required to be kept. 

 



If a document is to be admissible in court, its authenticity must be beyond 

question.  Whilst compliance with BIP 0008 does not guarantee legal admissibility 

it enables organisations to demonstrate that they are following best practice.   

 

BIP 0008 

 

The five principles of information management encapsulated in BIP0008 are:   

 

Representation of Information  

An information management policy document should describe the different 

types of information held within the organisation and, for each type, 

specify:  

the level of security 

• appropriate storage media 

• formats and version control 

• information management standards, e.g. quality 

• retention and destruction policy 

• responsibilities and roles for information management functions 

• responsibilities for compliance with the BIP0008  

 

Duty of Care  

Organisations need to have in place:  

an awareness of the legislative and regulatory bodies pertinent to 

its industry; 

a chain of accountability and defined responsibility for activities 

involving electronic document records management at all levels; 

a system to keep up to date with information management theory 

and practice; and 

a documented information security policy. 

 

 

Business Procedures and Processes  

Organisations should have a user manual for each of it’s information 

management systems.  The manual is the document that the organisation 



will produce, if it's electronic storage methods are ever challenged, to 

prove to auditors, lawyers or judges that the processes are precise, secure 

and approved for its normal business procedures.  

The user manual will typically define the following:  

Document types 

• Preparation of documents prior to scanning 

• Photocopies 

• Batch control 

• Scanning processes 

• Scanning specific documents 

• Image Processing 

• Compression Techniques 

• How information is indexed 

• Quality control 

• Procedures for producing authenticated output 

• Procedures for authenticating copies of documents 

• How information is transmitted within the system 

• Procedures for document retention and destruction 

• System maintenance schedules 

Security and protection, including encryption and the use of digital 

certificates; 

Backup and system recovery procedures 

• Use of bureau services 

• Workflow 

• Date/time stamping 

• Version control  

BIP 0008 insists that the procedures and processes be audited annually, 

or more frequently for legally sensitive archives, to make sure that the 

approved procedures are being observed or that new ones meet the 

requirements and are formally and properly incorporated in the manual. 

 

Enabling Technologies  

A typical system will be comprised of many different technologies, each of 

which need to comply with BIP0008.  These technologies include:  



storage media 

• access control mechanisms 

• system and data integrity 

• image processing 

• compression techniques 

• compound documents 

• data migration 

• document deletion  

 

Audit Trails  

BIP0008 requires that a system must have full auditing functionality.  

Without detailed audit trails authenticating a document, and therefore 

satisfying a legal body, may not be possible.   The audit trail, as a 

minimum, should log details of each significant event in the life of a 

document in the system.  

The audit trail should:  

be generated automatically by the system; 

• contain date/time stamps for each event; 

• be non-alterable; 

be stored in accordance with the organisation’s information 

management policy; 

be subject to appropriate access control; and 

• be securely stored and backed-up.  

Transfer of Electronic Records to PRONI 

PRONI is currently undertaking a project that will result in the establishment of a 

trusted digital repository capable of ‘ingesting’ digital records. The work is 

currently at the detailed planning stage with PRONI and consultants working to 

produce a Business Case setting out the requirements and resources needed.  

The aim of the Business Case is to have the appropriate resources and 

infrastructure in place and running by December 2012.  

 



Until the digital repository has been established at PRONI, records deemed 

suitable for transfer for permanent preservation should be managed by the 

originating organisation.  As such the records should be maintained in live 

servers/environments until transfer can take place.  Those records not found 

worthy of permanent preservation should be destroyed as soon as their business 

need comes to an end. 

 

PRONI have advised that the final actions described in the disposal schedule in 

Part 2 of GMGR should be applied to both electronic and paper records.  The 

creation of disposal schedules within an Electronic Document Records 

Management System may need to be assessed to ensure their operational 

viability. 

 

The transfer of electronic records from organisations to PRONI will be governed 

by a set of policy documents, including a digital preservation strategy that will be 

made available on the PRONI website, www.proni.gov.uk.  

 

Organisations who have already implemented electronic record keeping systems 

should contact PRONI for the advice and guidance required to plan for the 

transfer of records. 

http://www.proni.gov.uk/


Annex 

Law Society Guidance 

 

 

 

The Law Society carries guidance with regard to legal admissibility of 

electronically stored documents in its publication: Guidance – ownership, 

storage and destruction of documents.  Extracts of this taken from the cabinet 

office website are as follows: 

 

Can I store documents photographically or electronically, and destroy the 

originals? 

Original documents, such as deeds, guarantees or certificates, which are not 

your own property, should not be destroyed without the express written 

permission of the owner.  Where the work has been completed and the bill paid, 

other documents, including your file, may be stored, for example, on a CD ROM, 

computer system or microfilm and then destroyed after a reasonable time. In 

cases of doubt the owner’s written permission should always be sought.  If it is 

not possible to obtain such permission you will have to form a view and evaluate 

the risk.  When seeking owners’ permission to microfilm or store data 

electronically and destroy documents, you may wish to reserve the right to make 

a reasonable charge for preparing copies if they are later requested.  

 

What is the evidential value of a photographically or electronically stored 

document where the original has been destroyed? 

There is a dearth of judicial authority on this topic and, until the law and practice 

on the subject of microfilmed or electronically stored documents are clarified, it is 

only possible to provide general guidelines.  

 

The Society has been advised that:  

A microfilm of any document in a solicitor’s file will be 

admissible evidence to the same extent, no more and no 

less, as the document itself, provided that there is admissible 

http://www.thecabinetoffice.co.uk/page28.html
http://www.thecabinetoffice.co.uk/page28.html


evidence of the destruction of the document and 

identification of the copy. 

Written evidence of the destruction of the original and of 

identification of the copy will enable the microfilm to be 

adduced in subsequent civil proceedings (under the Civil 

Evidence Act 1968) and in criminal proceedings (under the 

Police and Criminal Evidence Act 1984). 

 

What procedures would the Society recommend where an original 

document is stored electronically or photographically and then the original 

is destroyed? 

Written evidence of the destruction of the original and of 

identification of the copy must always be preserved in case 

oral evidence is no longer available when needed  

There should be a proper system for: 

identifying each file or document destroyed; 

(ii) recording that the complete file or document, as the case may be, has 

been photographed; 

(iii) recording identification by the camera operator of the negatives as 

copies of the documents photographed; and 

(iv) preserving and indexing the negatives. 

If a microfilm, electronically or photographically stored data is 

required to be produced in evidence, a partner or senior 

member of staff should be able to certify that: 

the document has been destroyed; 

(ii) the microfilm, electronically or photographically stored data is a true record of 

that document; and 

(iii) the enlargement is an enlargement of the microfilm, electronically or 

photographically stored data. 

Microfilm copies of some documents (e.g. coloured plans) 

can be unsatisfactory, in which case the originals should be 

preserved. 



With regard to point 8 (d) above - the scanned images are colour where 

necessary so that the evidential weight of colour plans and photographs are 

maintained in electronic format.  

 

 

 

 

 

 


