
1 
 

BSO 96/2018 

 

 

 

 

 

 

 

 

 

INFORMATION GOVERNANCE WITHIN THE 
BUSINESS SERVICES ORGANISATION 

 

Updated December 2018 
 

 

 

 

Produced by the Human Resources and Corporate Services Directorate 

Business Services Organisation 

2 Franklin Street, Belfast, BT2 8DQ 

 



2 
 

Contents 
1. Introduction ................................................................................................................. 3 

2. Scope of this paper ..................................................................................................... 3 

3. Compliance with GDPR / DPA .................................................................................... 3 

3.1 Outstanding GDPR Actions ...................................................................................... 3 

4. Training ....................................................................................................................... 4 

5. Data Breaches ............................................................................................................ 5 

6. Complaints – Audit Recommendations ....................................................................... 6 

7. Whistleblowing Action Plan ......................................................................................... 7 

8. Driving the IG Agenda across BSO ............................................................................. 7 

 

 

  



3 
 

1. Introduction 
 

The Information Governance (IG) Office is responsible for a range of functions 
within BSO: 

• Subject Access Requests; 
• Freedom of Information Requests; 
• Managing and remediating breaches of IG arrangements, including data 

breaches; 
• Managing complaints; and 
• Administering Whistleblowing arrangements. 

 
2. Scope of this paper 
 

This paper aims to provide an update in respect of progress: 
• To ensure compliance with the General Data Protection Regulation (GDPR) 

and the Data Protection Act 2018 (DPA); 
• To report on training activity; 
• To mitigate against, and therefore reduce, breaches of data protection 

requirements; 
• Against outstanding audit recommendations for managing complaints 

procedures; 
• Against outstanding actions within the Whistleblowing action plan; and 
• Driving the IG agenda across BSO. 

 
3. Compliance with GDPR / DPA 

 
In the build up to the implementation of GDPR / DPA, BSO completed a range of 
activities to provide assurance on compliance.  This included: 

• Providing awareness to staff; 
• Documenting information held, and the lawful basis for this; 
• Updating privacy notices; 
• Reviewing policies / procedures; and 
• Appointing a Data Protection Officer (DPO). 

 
3.1 Outstanding GDPR Actions 
 

The last update to SMT (May 2018) noted that two items where ongoing: 
• Contract Adjudication Groups (CAGs) were to be reconvened to complete 

and insert a ‘schedule of data processing’, into each contract; and  
• A Memorandum of Understanding to be drawn up between BSO and all other 

HSC Organisations. 
 

Contracts 
 
As part of ensuring contracts are compliant with GDPR, PaLS had been tasked with 
reconvening CAGs with the purpose of adding a ‘schedule of data processing’ for 
each contract that involves the processing of personal information.   
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While it is accepted that the onus for completion of each schedule lies with the 
contract owners and not PaLS, there is a potential HSC-wide risk should progress 
and compliance not be demonstrated. 
 
This paper therefore recommends that progress against this action is included as a 
standing item on each IGMG / IGCG meeting. 
 
Memorandum of Understanding (MoU) 
 
It has been agreed that n MoU will be drawn up, and agreed, by all HSC 
Organisations, including BSO, to set out roles and responsibilities for all services 
that BSO provides across the HSC.  BSO’s DPO has raised this matter at the 
regional IG group (IGAG) and, following internal discussion has agreed to draft an 
initial document which will then be shared with IGAG, SMT and IGMG. The 
document will also be shared with the ICO for their view, to ensure that it is of 
sufficient detail. 
 
The DPO will also recommend to IGAG that a regional ‘task and finish’ group is 
established to incorporate comments and changes across HSC. 
 
It is anticipated that a first draft of this document will be completed by the end of 
December 2018. 
 

4. Training 
 
The latest report from HR suggests that only 60.5% of non-agency BSO staff have 
undertaken IG training within the previous 2 years (November 2016 onwards).  This 
is broken down by directorate as follows: 
 
Directorate Incomplete Complete Total (%) 
Chief Executive 0 1 1 (100%) 
Clinical Education Centre 7 59 66 (89.4%) 
Customer Care & Performance 120 116 236 (49.2%) 
CX & Director Support 3 1 4 (25%) 
Encompass 4 5 9 (55.6%) 
Finance 163 216 379 (57%) 
Leadership Centre 18 25 43 (58.1%) 
HR & Corporate Services 16 18 34 (52.9%) 
Legal Services 21 88 109 (80.7%) 
Operations 210 331 541 (61.2%) 
Total 562 860 1422 (60.5%) 
 

This is further broken down by Business Unit, below: 

Business Unit / Sub-Dir Incomplete Complete Total (%) 
CCP 2 2 4 (50%) 
CEC 7 58 65 (89.2%) 
CEO & Extended SMT 6 5 10 (45.5%) 
CFPS 7 20 27 (74.1%) 
Clinical Education Centre 7 59 66 (89.4%) 
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Business Unit / Sub-Dir Incomplete Complete Total (%) 
Corporate Services 3 4 7 (57.1%) 
Encompass 4 4 8 (50%) 
Equality 0 5 5 (100%) 
Finance 5 23 28 (82.1%) 
FPS 49 76 125 (60.8%) 
HR 9 13 22 (59.1%) 
Internal Audit 7 35 42 (83.3%) 
ITS 114 107 221 (48.4%) 
Leadership Centre 15 20 35 (57.1%) 
Legal Services 20 88 108 (81.5%) 
NISWDP 3 0 3 (0%) 
ORECNI 2 2 4 (50%) 
PaLS 119 231 350 (66%) 
Pensions 34 7 41 (17.1%) 
PSSSP 1 2 3 (66.7%) 
SBRI 1 0 1 (0%) 
SS BST 1 15 16 (93.8%) 
SS Income 17 19 36 (52.8%) 
SS Interpreting Service 1 5 6 (83.3%) 
SS Payments 56 30 86 (34.9%) 
SS Payroll 64 45 109 (41.3%) 
SS Recruitment 12 44 56 (78.6%) 
Trust Interns 48 7 55 (12.7%) 
 

This paper therefore recommends that each directorate and business unit is 
strongly encouraged to ensure all staff undertake mandatory training either via the 
e-learning platform or classroom-based learning.  
 
The IG Office is able to conduct classroom training across specific sites, subject to 
availability and sufficient prior notice. 

 
5. Data Breaches 

 
In the 2018/19 year (to date), 13 data breaches have been reported to the IG Office.  
A breakdown is below: 
 

Source Number 
Incorrect use of email 8 (66.7%) 
Contractor error 2 (16.7%) 
System error 1 (8.3%) 
Multimedia error 1 (8.3%) 

 
2 incidents were deemed ‘reportable’ to the ICO: 

• One incident occurred when a system FPS manage was updated incorrectly.  
This resulted in a locum GP’s address being incorrectly stored as the 
Practice address, and as a result a large volume of patient letters were 
issued to the incorrect address; 
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• One incident occurred where a member of staff in HR erroneously emailed 
grievance details to the aggrieved party’s line manager. 

 
In both instances, the ICO are yet to make a determination on any remedial action. 
 
In total, two-thirds of all incidents recorded by the IG Office relate to incorrect use of 
email.  In all these circumstances, this has involved information being issued to an 
inappropriate email address by BSO staff.  All incidents can be assessed as ‘human 
error’. 
 
While there is no pattern emerging regarding the source of these breaches (all 8 
instances have occurred in different business units), it is of concern that this 
manner of incident, ie involving email, continues to occur. 
 
The DPO has therefore suggested a number of actions to mitigate against this: 

• An awareness campaign to provide appropriate practical tips to ensure 
emails are sent to the correct parties; 

• Greater focus on correct use of email within classroom based IG training 
 
 
6. Complaints – Audit Recommendations 

 
A number of actions are outstanding within BSO’s Audit Tracker System.  In order 
to satisfy these actions, the following activities are planned for completion in 
December 2018: 

 
Action Proposed Activity 
Ensure staff are aware of 
their responsibilities and that 
a training programme is 
available 

A guide to BSO’s Complaints Policy / Procedure 
has been developed via Page Tiger and will be 
circulated to staff.   
 
This should include a survey to gather intelligence 
on staff awareness of the process. 
 
A poster will be created for staff, and circulated 
via IGMG. 
 

Ensure the complaints 
process is visible to public / 
clients 
 

A clear and concise leaflet for the public will be 
published on BSO’s website. 
 

 
 

The IG Office also plans the following activity, to ‘add value’ to the above: 
• Seek feedback from all complainants in the 2018/19 year to assess how 

improvements may be made (February 2019); 
• Analyse this feedback and use it to make further recommendations to SMT 

(March 2019); 
• Develop further communication for staff (desk alerts and an ‘interview’ with 

the DPO in Business Matters) to enforce responsibilities (March / April 2019). 
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7. Whistleblowing Action Plan 
 
A number of actions have taken place, namely: 

• Adoption of regional policy for BSO, with minor amendments to tailor to BSO 
and publication of this on BSO intranet and internet sites; and 

• Appointment of key staff with responsibility for whistleblowing within BSO. 
 

There are some residual actions to be finalised from the action plan, around 
awareness of BSO’s Whistleblowing arrangements.  These will be completed as 
follows: 
 
Action Proposed Activity Timescale 
A poster campaign should be 
launched across all BSO 
sites 

A poster has been 
developed and will be 
circulated via IGMG 

December 2018 

Awareness information 
should be available to all 
staff 

A guide to BSO’s 
Whistleblowing Policy has 
been developed via Page 
Tiger and will be circulated 
to staff.   

December 2018 

Awareness should also be 
driven via a standing item on 
all team meetings across 
BSO 

This should be cascaded by 
SMT once the training 
material is available 

December 2018 

Further communication 
should be published within 
Business Matters 

A summary of the guide, as 
well as the poster, will be 
published 
 
Desk Alerts will be 
published 

December 2018 
/ January 2019 
 
 
February / 
March 2019 

 
8. Driving the IG Agenda across BSO 

 
BSO’s ‘Information Governance Management Group’ (IGMG) has not met recently, 
which is clearly a shortcoming.  The group will next convene on 19 December 2018, 
and the DPO intends to use this meeting as a means of refreshing the existing 
Terms of Reference for the group.   
 
Currently, there is no central forum for the management / discussion of complaints 
within BSO.  The IG Office feels that IGMG is the ideal forum for this to take place, 
in lieu of creating a separate group. 
 
The proposed new Terms of Reference, see Appendix 1, are enclosed for this 
group, along with the proposed rebranding of the group to ‘Information Governance 
and Complaints Group’ (IGCG). 

 
 

Enc  
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