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1 Introduction 

Due to the sensitive and confidential patient and personal data captured, along with 

commercially sensitive information, and the reliance on information systems to 

process and transmit data to BSO’s stakeholders, Information Security (IS) is 

fundamental to the operation and success of all HSCNI bodies, including the 

Business Services Organisation (BSO). How information is acquired, processed 

and shared defines critical components of the organisation’s stated mission and 

information security is of paramount importance to the BSO to meet the primary 

objectives. 

 
This document: 

 Applies to all business functions and covers all information systems, 

networks, physical environment and relevant people who support those 

business functions. 

 Sets out the BSO's policy for the protection of the confidentiality, integrity and 

availability of its assets, that is hardware, software and information handled 

by information systems, networks and applications. 

 Establishes the security responsibilities for information security. 

 Defines the Information Security Policy for the BSO 

 Outlines the BSO’s approach to information security management. 

 Provides the framework for describing the guiding principles and 

 Describes the responsibilities necessary to safeguard the security of the 

BSO’s information systems. 

 
These principle responsibilities are set out in this policy and supporting policies, 

codes of practice, procedures and guidelines. 

 
All information that is created, processed, stored or transmitted (physically or 

electronically) during the course of BSO business activity is an asset of the BSO 

and as such is governed by this policy. 

 
For the purpose of this policy, information includes data stored on computers, 

transmitted across networks, printed out or written on paper, sent by fax, stored on 

removable and other electronic media or spoken in conversation or over the 

telephone. 

 
 

2 Objectives, Aim and Scope 

The objectives of this policy are to ensure the security of the BSO assets, primarily 

information assets: 

 
 To ensure availability: That is, to ensure that assets are available as and 

when required hence adhering to the organisation's business objectives. 



 

 To preserve integrity: That is, to protect assets from unauthorised or 

accidental modification ensuring the accuracy and completeness of the 

organisation's assets. 

 To preserve confidentiality: That is, to protect assets against unauthorised 

disclosure. 

 
The aim of this policy is to establish and maintain the security and confidentiality of 

information, information systems, applications and networks owned or held by the 

BSO by: 

 Ensuring that all members of staff are aware of, understand and fully comply 

with the relevant legislation as described in this and other policies. 

 Describing the principals of information security and explaining how they will 

be implemented in the BSO. 

 Introducing a consistent approach to information security, ensuring that all 

members of staff fully understand their own responsibilities. 

 Creating and maintaining a level of awareness of the need for Information 

Security within the BSO as an integral part of the day to day business. 

 Protecting information assets under the control of the BSO. 

 Informing the Chief Executive to assist with the statement of internal control 

made by him/her. 

 Protect the BSO from liability or damage through the misuse of its 

information systems facilities. 

 
This policy applies to all members of the BSO, visitors to the BSO, partners with 

and sub-contractors to the BSO, and any other authorized users of the BSO’s 

information. 

 
The policy relates to the use of all BSO-owned information assets (both physical 

and system based), network applications, to all privately owned systems when 

connected directly or indirectly to the BSO’s network and to all BSO-owned and/or 

licensed or sanctioned software/data and equipment. 

 
 

 

3 Responsibilities for Information Security 

3.1 Overall Responsibilities 

Ultimate responsibility for information security (IS) rests with the Chief Executive of 

BSO and the Senior Management Team, but on a day-to-day basis the Information 

Governance Management Group (IGMG) and the Information Governance 

Corporate Lead (Director of HRCS) will be responsible for managing and 

implementing Information Security policy and procedures. 



 

3.2 Data Guardian 

The responsibilities of the Data Guardian (Corporate Lead) include: 

 Acting as a central point of contact on Information Security within the 

organisation, for both staff and external organisations. 

 Ensuring that the appropriate Information Security policy for the BSO is 

produced and kept up to date. 

 Advise on the content and implementation of the Information Security 

Programme. 

 Produce organisational standards, procedures and guidance on IS matters 

for approval by the IGMG. 

 Co-ordinate Information Security activities particularly those related to shared 

information systems or IT infrastructures. 

 Liaise with external organisations on Information Security matters, including 

 Reporting Information Security Breached to the ICO or as appropriate 

 Representing the organisation on cross-community committees. 

 Reporting to the IGMG on matters relating to Information Security. 

 

3.3 Information Asset Officer (IAO) 

The responsibilities of the IAO include: 
 

 Leading and fostering a culture that values, protects and uses information for 

public good. 

 

 Knowing what information the asset holds, and what and how information is 

transferred in or out of it. 

 

 Knowing who has access and why, and ensure that their use of the asset is 

monitored. 

 

 Understanding and address risks to the asset, provide assurance to the SIRO 

and ensure any data loss incidents are appropriately managed 

 

3.4 Administrative Services Manager 

 
The responsibilities of the Administrative Services Manager include the provision of 

technical and administrative support to the Data Guardian and Service Area 

managers in conducting their delegated responsibilities. 

3.5 Service Area Manager – Responsibilities (as delegated) 

The Service Area Manager carries out the duties below: 

 Creating, maintaining, giving guidance on and overseeing the 

implementation of IS. 

 Ensuring that risks to IS are reduced to an acceptable level by applying 

security counter measures identified following an assessment of the risk. 



 

 Ensuring that access to Information Assets is limited to those who have the 

necessary authority and clearance. 

 Providing advice and guidance to development teams to ensure that the 

policy is complied with. 

 Agreeing with ITS the appropriate system security policies for the 

infrastructure and common services. 

 Ensuring that systems are tested and agree subsequent rollout plans. 

 Advising SMT on the accreditation of systems, applications and networks. 

 Providing a Business Unit Area point of contact on Information Security 

issues. 

 Contacting the Assistant Director responsible when: 

o Incidents or alerts have been reported that may affect 

o The organisation’s systems, applications or networks. 

o Proposals have been made to connect the organisation’s systems, 

applications or networks to systems, applications or networks that are 

operated by external organisations. 

 

3.6 Line Manager’s Responsibilities 

Line Managers are directly responsible for: 

 Ensuring the security of the organisation’s assets (i.e. information, hardware 

and software) used by staff (permanent, temporary or contractor) and, where 

appropriate, by third parties is consistent with legal and management 

requirements and obligations. 

 Ensuring that their staff (permanent, temporary or contractor) are aware of 

their security responsibilities in accordance with the policies of the BSO. 

 Ensuring that their staff (permanent, temporary or contractor) have had 

suitable IG and IS training. 

3.7 All Staff 

All staff (permanent, temporary or contractor) or agents acting for or on behalf of the 

BSO have a duty to: 

 Safeguard hardware, software and information in their care. 

 Prevent the introduction of malicious software on the organisation's IT 

systems. 

 Report on any suspected or actual breaches in security. 

 Be responsible for the operational security of the information systems they 

use. 

 Comply with security procedures. Failure to do so may result in disciplinary 

action. 

3.8 Internal Audit 

The BSO will regularly audit its information security management practices for 

compliance with this policy. 



 

The audit will: 

 Identify areas of operation that are covered by the BSO’s policies and 

identify which procedures and/or guidance should comply to the policy; 

 Follow a mechanism for adapting the policy to cover missing areas if these 

are critical to the management of information security, and use a subsidiary 

development plan if there are major changes to be made; 

 Set and maintain standards by implementing new procedures, including 

obtaining feedback where the procedures do not match the desired levels of 

performance; And 

 Highlight where non-conformance to the procedures is occurring and suggest 

a tightening of controls and adjustment to related procedures. 

 The results of audits will be reported to the SMT and IGMG. 

 

3.9 ITS – ICT Security Manager 

The ICT security Manager, based in ITS, has day to day responsibility for ICT 

security. This includes the maintenance and review of this and subordinate policies 

and protocols. 

 

4 Legislation 

 

The BSO is obliged to abide by all relevant UK and European Union legislation. The 

requirement to comply with this legislation will be devolved to employees and 

agents of the BSO, who may be held personally accountable, for any breaches of 

security for which they may be held responsible. 

 
The BSO will comply with the following legislation and other legislation as 

appropriate: 

 
 Data Protection Act 1998 

 Access to Health Records (Northern Ireland) Order 1993 

 Access to Personal Files and Medical Reports (Northern Ireland) Order 1991 

 Human Rights Act 1998 

 Freedom of Information Act 2000 

 The Protection from Harassment (Northern Ireland) Order 1997 

 The Sex Discrimmination (Northern Ireland) Order 1976 as amended 

o Employment and Equality Regulations 2005 

 The Race Relations (Northern Ireland) Order 1997 as amended 2003, 2009 

 

5 Policy Framework 

5.1 Supporting Policies, Codes of Practice, Procedures and Guidelines 



 

Supporting policies have been developed to strengthen and reinforce this policy 

statement. These, along with associated procedures and guidelines are published 

together and are available for viewing on the BSO’s website. All staff and any third 

parties authorised to access the BSO’s network are required to familiarise 

themselves with these supporting documents and to adhere to them in the working 

environment. 

 

5.2 Human Resources 
Information Security Awareness Training 

 

Information security awareness training will be included in the staff induction 

process. An on-going awareness programme will be established in order to ensure 

that staff awareness is refreshed and updated as necessary. 

 
Contracts of Employment 

 

Security requirements will be addressed at the recruitment stage and all contracts 

of employment will contain an appropriately worded confidentiality clause. 

Information Security Requirements will be included in job descriptions. 
 

5.3 Asset Security 

All ICT equipment and equipment for the handling of information will: 

 be recorded on the corporate registers. 

 be physically protected from security threats and environmental hazards. 

 have a named custodian who will be responsible for the security of that 

asset. 

 
Access Controls 

 

Only authorised personnel who have a business need will be given access to 

restricted areas containing information systems. 

 
User Access Controls 

 

Access to information will be restricted to authorised users who have a business 

need to access the information. 

 
Computer Access Control 

 

Access to computer facilities will be restricted to authorised users who have a 

business need to use the facilities. 

 
 

Application Access Control 
 

Access to data, system utilities and program source libraries will be controlled and 

restricted to authorised users who have a business need to use the applications. 



Page 10 of 12  

 

Authorisation to use an application will depend on the availability of a licence from 

the supplier. 

 

5.4 Computer and Network Procedures 

Management of computers and networks will be controlled by standard procedures 

that have been authorised. 

 

5.5 Security Incidents and weaknesses 

All security incidents and weaknesses are to be reported to the ICT security 

Manager and to the Administrative Services Manager or failing that the Data 

Guardian. All security incidents will be investigated to establish their cause, 

operational impact, and business outcome. Refer to the BSO’s Adverse Incident 

Policy and Whistle blowing policy. 

 
In the event of a suspected or actual security breach ITS or the ASM may, after 

consultation with the relevant head of department/faculty, authorise action to 

remove or restrict access to BSO systems, facilities and information or anything 

else deemed reasonable to secure information for which the BSO is responsible. 

 

5.6 Protection from Malicious Software 

The BSO will use software countermeasures and management procedures to 

protect itself against the threat of malicious software. All staff are expected to 

adhere fully with this policy. Users must not install software on the BSO’s computing 

assets without approval. Staff breaching this requirement may be subject to 

disciplinary action. 

 

5.7 Removable Media 

Removable media containing software or data from external sources, or that have 

been used in external equipment, must be encrypted and fully virus checked before 

being used on the BSO’s equipment. Users breaching this requirement may be 

subject to disciplinary action. 

 
Monitoring System Access and Use An audit trail of system access and use must 

be maintained and reviewed on a regular basis. 

 

5.8 Accreditation of Information Systems 

The BSO will ensure that all new information systems, applications and networks 

are compliant with organisational requirements and include a security policy and 

plan and are agreed by the BSO Data Guardian or if unavailable the relevant 

Director, before they commence operation. 
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5.9 System Change Control 

Changes to information systems, applications or networks must be reviewed and 

agreed with the appointed IAO and the SIRO/Data Guardian. 

 

5.10 Intellectual Property Rights 

The BSO will ensure that all information products are properly licensed and 

approved by ITS. Staff must not install software on the BSO’s computing assets. 

Staff found to be in breach of this requirement may be subject to disciplinary action. 

 

5.11 Business Continuity and Disaster Recovery Plans 

The BSO will ensure that business continuity and disaster recovery plans are 

produced for all critical information, applications, systems and networks. 

5.12 Reporting 

The ASM and the ICT Security Manager will keep the SIRO/Data Guardian, SMT 

and IGMG informed of the information security status of the BSO by means of 

annual reports. 

 

5.13 Policy Audit 

This policy will be subject to audit by BSO’s Internal Auditors. 

 

5.14 Further Information 

Further information and advice on this policy can be obtained from: 

 
Administrative Services Manager 

Business Services Organisation 

2 Franklin Street 

Belfast 

BT2 8DQ 

 
 

 
6 Compliance, Policy Awareness and Disciplinary Procedures 

 
Compliance with this policy and related policies will be enforced according to the 

BSO’s Conduct Policy and Procedures (for staff) and Code of Conduct (for 

students). 

 
In the case of a contractor failing to comply with this policy the result may be that 

the contract with the 3rd party is cancelled and where appropriate reported to the 

relevant authorities, including the police. 
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Any security breach of the BSO’s information systems could lead to the possible 

loss of confidentiality, integrity and availability of personal or other confidential data 

stored on these information systems. The loss or breach of confidentiality of 

personal data is an infringement of the Data Protection Act 1998 and may result in 

criminal or civil action against the BSO. The loss or breach of confidentiality of 

contractually assured information may result in the loss of business, financial 

penalties or criminal or civil action against the BSO. Therefore it is crucial that all 

users of the BSO’s information systems adhere to the Information Security 

Management Policy and its support policies as well as well as the BSO’s Data 

Protection Policy. 

 
A copy of this policy will be distributed to all new members of staff by the Human 

Resources Department; and to all contracted services by Corporate Services. All 

current staff and other authorised users will be informed of the existence of this 

policy and the availability of supporting policies, codes of practice and guidelines. 

 
 

7 EQUALITY CONSIDERATIONS 

This policy has been screened in accordance with the BSO’s statutory duty and is 

not considered to require a full impact assessment. 

 
 

8 REVIEW 

This policy should be reviewed annually under the authority of the BSO Senior 

Management Team members by the Information Governance Management Group. 

Associated Information Security standards will be subject to an on-going 

development and review programme. 

 

 
Approved: 


