
  
 

From the Permanent Secretary 
and HSC Chief Executive 
 
 
 

 

Chief Executives of DoH Arm’s Length 
Bodies & Food Safety Promotion Board 

Castle Buildings 
Stormont Estate 
BELFAST 
BT4 3SQ      
      
Tel:       028 90 520559 
Fax:      028 90 520573 
Email:       
richard.pengelly@health-ni.gov.uk  
 
Our Ref: RP1243 
 
Date:  19 July 2017 

Dear Colleagues 
 
EU GENERAL DATA PROTECTION REGULATION (GDPR) PREPARATIONS 
 

Purpose 

1. This note brings to your attention the forthcoming EU General Data Protection 
Regulation (GDPR), and requests that your organisation ensures that appropriate 
planning is initiated or continued for its implementation. 

Background 

2. The implementation of the GDPR on 25 May 2018 represents the biggest change in 
Data Protection law for 20 years.  It replaces the Data Protection Act 1998, and it will 
continue to be enforced after the UK’s exit from the European Union. 

3. Each public body has a statutory responsibility to know what personal data it holds, how 
and why it is processed, who has access to it, and with whom it is shared. 

GDPR’s provisions 

4. GDPR retains the Data Protection Principles, as set out in the Data Protection Act; 
however, they have been condensed into six as opposed to eight principles (see Annex 
1). 

5. GDPR reinforces and extends citizens’ rights; for example, requirements around 
obtaining ‘consent’ are clearer and more demanding.  New rights have been introduced, 
including: 

• the ‘right to be forgotten’ (i.e., the deletion of redundant personal data) and,  

• ‘data portability’ (i.e., the transfer of personal data between bodies). 

6. Other major provisions include: 

• Much higher fines for data breaches (up to €20 million or 4% of annual 
turnover, whichever is highest) 
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• Statutory appointment of a Data Protection Officer  

• Mandatory personal data breach reporting to the Information Commissioner 
(ICO) - any failure to report will be heavily penalised 

• ‘Privacy by Design’ approach to projects and IT systems involving personal data 

• Mandatory Privacy Impact Assessments to identify and address risks to 
personal data 

• Creation and maintenance of an internal record of the personal data you  
process, i.e., an Information Asset Register 

• More detailed fair processing (‘privacy’) notices (to advise individuals how and 
why their personal data is to be used) 

• Increased accountability of ‘Data Processors’ (those who process personal 
information on your behalf). 

Guidance 

7. The Information Commissioner’s Office (ICO), the regulator, has started to publish a 
series of GDPR-related guidance, which is essential reading.  This includes a checklist 
of 12 preparatory steps that bodies need to take now.  ICO also host a website 
dedicated to GDPR issues which is kept up to date.  

Getting ready 

8. There is now less than a year to finalise preparations for the implementation of the new 
law, so it is essential that all staff and particularly those involved in processing of 
personal information are aware of their statutory obligations. 

9. The Department of Health is gearing up for GDPR and it is important that your 
organisation follows suit, so I would ask you to: 

 Note the key changes to Data Protection law; 

 Make contact with your Information Governance leads who should be taking 
forward the relevant work in preparation for GDPR, for which a subgroup of the 
HSC Information Governance Advisory Group (IGAG) has been established; 

 Ensure relevant preparations are put in place, including the allocation of 
appropriate resources and the provision of staff training and awareness raising 
events;  

 Note the requirement to make arrangements for the appointment or nomination of 
a Data Protection Officer in advance of the GDPR coming into effect on 25 May 
2018; and, 

 Report progress on GDPR preparations in your 6 monthly Assurance Statements, 
(this does not apply to the Food Safety Promotion Board).  

 
Yours sincerely 

 
 

RICHARD PENGELLY 

https://dpreformdotorgdotuk.files.wordpress.com/2016/03/preparing-for-the-gdpr-12-steps.pdf
https://ico.org.uk/for-organisations/data-protection-reform/


  

 
cc:  La’Verne Montgomery 
 Lynne Curran 
 Gillian Seeds 
 Charlene McQuillan   
 Joanne Elliott 
 Karen Jeffrey 
 



  

 
ANNEX 1 

Principles relating to processing of personal data 

Personal data shall be: 

 processed lawfully, fairly and in a transparent manner in relation to the data subject 
(‘lawfulness, fairness and transparency’); 

 collected for specified, explicit and legitimate purposes and not further processed in a 
manner that is incompatible with those purposes; further processing for archiving 
purposes in the public interest, scientific or historical research purposes or statistical 
purposes shall, in accordance with Article 89(1), not be considered to be incompatible 
with the initial purposes (‘purpose limitation’); 

 adequate, relevant and limited to what is necessary in relation to the purposes for 
which they are processed (‘data minimisation’); 

 accurate and, where necessary, kept up to date; every reasonable step must be taken 
to ensure that personal data that are inaccurate, having regard to the purposes for 
which they are processed, are erased or rectified without delay (‘accuracy’); 

 kept in a form which permits identification of data subjects for no longer than is 
necessary for the purposes for which the personal data are processed; personal data 
may be stored for longer periods insofar as the personal data will be processed solely 
for archiving purposes in the public interest, scientific or historical research purposes 
or statistical purposes in accordance with Article 89(1) subject to implementation of the 
appropriate technical and organisational measures required by this Regulation in order 
to safeguard the rights and freedoms of the data subject (‘storage limitation’); and 

 processed in a manner that ensures appropriate security of the personal data, 
including protection against unauthorised or unlawful processing and against 
accidental loss, destruction or damage, using appropriate technical or organisational 
measures (‘integrity and confidentiality’). 

 

https://gdpr-info.eu/art-89-gdpr/
https://gdpr-info.eu/art-89-gdpr/

